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Cryptography and Network Security
UNIT-1

Syllabus:
UNIT I: Classical Encryption Techniques

Introduction: Security attacks, services & mechanisms, Symmetric Cipher Model, Substitution
Techniques, Transportation Techniques, Cyberthreats and their defense (Phishing Defensive measures,
web based attacks, SQL injection & Defensetechniques), Buffer overflow & format string vulnerabilities,
TCP session hijacking (ARP attacks, route table modification) UDP hijacking (man-in-the-middle
attacks).

Objectives: The Objectives of this unit is to present an overview of the main concepts of cryptography,
understand the threats & attacks, understand ethical hacking.

COMPUTER SECURITY CONCEPTS:

The National Institute of Standards and Technology (NIST) defines the term com puter securityas follows:
e The protection afforded to an automated information system in order to attain the applicable
objectives of preserving the integrity, availability, and confidentiality of information system
resources (includes hardware, software, firmware, information/ data, and telecommunications).
Thisdefinitionintroduces three key objectives that are at the heart of computersecurity:
Confidentiality:
Thisterm coverstwo related concepts:

e Data confidentiality: Assures that private or confidential information is not made
available ordisclosed to unauthorized individuals.

e Privacy: Assures that individuals control or influence what information related to them
may be collected and stored and by whom and to whom that information may be
disclosed.

Integrity:
Thisterm coverstwo related concepts:

e Data integrity: Assures thatiinformation and programs are changed only in a specified
and authorized manner.

e System integrity: Assuresthat a system performsits intended functionin an unaffected
manner, free from deliberate orinadvertent unauthorized manipulation of the system.

Availability: Availability of information refers to ensuring that authorized parties are able to access
the information whenneeded.

Figure: CIA Triad

THE OSI SECURITY ARCHITECTURE

P The Open Systems Interconnection (OSI) security architecture provides a systematic framework
for defining security attacks, mechanisms, and services.

BASIC TERMINOLOGY:
Threat: A potential forviolation of security, which exists when there is a circumstance, capability, action,
or eventthat could breaks securityand cause harm. Thatis, athreatis a possible danger that might exploit
a vulnerability.
Attack: A violation on system security that derives from an intelligent threat; thatis, anintelligent act that
isa deliberateattemptto evade security services and violate the security policy of a system.

ASPECTS OF SECURITY:
consider 3 aspects of information security:

e Security attack: Any action that compromises the security of information owned by an
organization.
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e Security mechanism: A process that is designed to detect, prevent, or recover from a security
attack.

e Security service: A processing or communication service that enhances the security of the data
processing systemsand the informationtransfersof an organization.The services are intended to
countersecurity attacks, and they make use of one or more security mechanismsto provide the
service.

SECURITY ATTACKS:
Security attacks are classifiedsintotwo:
= Passiveattacks and
= Active attacks.
A passive attack attempts to learn or make use of information from the system but does not affect
system resources.
An active attack attempts to altersystem resources or affect their operation.
Passive Attacks:
Passive attacks are in the nature of eavesdropping on, or monitoring of, transmissions. The goal
of the opponent is to obtain information that is being transmitted.
Two types of passive attacks are the release of message contents and traffic analysis.
Release of message contents: The release of message contents is easily understood.
A telephone conversation, an electronic mail message, and a transferred file may contain
sensitive or confidential information. We would like to prevent an opponent from learning the
contents of these transmissions.

Darth

Darth A Chserve pattern of
messages from Bob

’-; # f ! N / g
P Internct or ==y » f >-
%%._‘ olber commma Eacility L ! Q SRS Internet or
- S 555 v o other comms facility
Hobs Ukcw
Boh Alice

12) Rebrawe of menagc contvni

(h) Traffic analysis

TRAFFIC ANALYSIS:

e Suppose thatwe had a way of masking the contents of messages or otherinformation traffic
sothat opponents, evenif theycaptured the message, could not extract the information from
the message.

e The common technique for masking contentsis encryption.

e If we had encryption protection in place, an opponent might still be able to observe the
pattern of these messages. The opponent could determine the location and identity of
communicating hosts and could observe the frequency and length of messages being
exchanged.

e Thisinformation might be usefulin guessing the nature of the communicationthat was taking
place.

e Passive attacks are very difficultto detect, because they do not involve any alteration of the
data.

e Typically, the messagetrafficis sentand receivedin an apparentlynormalfashion,and neither
the sender nor receiver is aware that a third party has read the messages or observed the
traffic pattern.

e However, itisfeasibleto preventthesuccess of these attacks, usuallyby means of encryption.

e Thus, the emphasisindealing with passive attacksis on prevention ratherthan detection.

Active Attacks:

Active attacks involve some modification of the data stream or the creation of a false stream and can be
subdivided into four categories: masquerade, replay, modification of messages, and denial of service.
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A masquerade attack is an attack that uses a fake identity, to gain unauthorized access to personal
computer information through legitimate access identification. For example, authentication sequences
can be captured and replayed after a valid authentication sequence has taken place, thus enabling an
authorized entity with few privileges to obtain extra privileges by impersonating an entity that has those
privileges.

Intermet o
other comm faclity

120 Masqoet ade b Replay

Replay involves the passive capture of a data unit and its subsequent retransmission to produce an
unauthorized effect.

Modification of messages simply means that some portion of avalid messageis altered, or that messages
are delayed orreordered, to produce an unauthorized effect.

Forexample, amessage meaning “AllowJohn Smith to read confidential file accounts” is modified to mean
“Allow Fred Brown to read confidential file accounts.”
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(¢) Modification of messages (d) Denial of service

The denial of service prevents the normal use or management of communications facilities. This attack
may have a specific target; for example, an entity may suppress all messages directed to a particular
destination. Another form of service denialis the disruption of an entire network, either by disabling the
network orby overloadingit with messages so asto degrade performance.

SECURITY SERVICES:

P Security service means aprocessing or communicationservice thatis provided by a system to give
a specifickind of protection to systemresources.
P X.800 dividestheseservicesinto
= AUTHENTICATION
= ACCESS CONTROL
= DATA CONFIDENTIALITY
= DATA INTEGRITY
= NONREPUDIATION
=  AVAILABILITY
AUTHENTICATION:
The authentication service is concerned with assuring that acommunicationis authentic. In the case of a
single message, its function of the authentication service is to assure the recipient that the message is
fromthe source that it claimsto be from. In the case of an ongoinginteraction, such asthe connection of
aterminal to a host, two aspects are involved. First, at the time of connection initiation, the service assures
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that the two entities are authentic, that is, that eachis the entity that it claimsto be. Second, the service
must assure that the connectionis notinterferedwith in such away that a third party can masquerade as
one of the two legitimate parties forthe purposes of unauthorized transmission orreception.
Two specificauthentication services are defined
e Peerentity authentication
e Dataoriginauthentication
Peer entity authentication: Provides for the corroboration of the identity of a peer entities involved in
communication. Itis used for providing authentication at the time of connection establishment and during
the process of data transmission.
Data origin authentication: Provides for the corroboration of the source of a data unit. It does not provide
protection against the duplication or modification of data units. This type of service supportsapplications
like electronicmail, wherethere are no priorinteractions between the communicating entities.
ACCESS CONTROL:
The prevention of unauthorized use of a resources. Access control is the ability to limit and control the
access to host systems and applications via communications links. To achieve this, each entity tryingto
gain access mustfirst be identified, orauthenticated, so that access rights can be tailoredto the individual.
DATA CONFIDENTIALITY:
Confidentiality is the protection of transmitted data from passive attacks. The protection of data from
unauthorizeddisclosure.
Types of confidentiality:
o Connection Confidentiality: The protection of all userdataona connection.
o Connectionless Confidentiality: The protection of all userdatain a single datablock
o Selective-Field Confidentiality: The confidentiality of selected fields within the user data on a
connectionorina single datablock.
o Traffic-Flow Confidentiality: The protection of the information that might be derived from
observation of trafficflows.
DATA INTEGRITY: The assurance that data received are exactly as sent by an authorized entity (i.e.,
contain no modification, insertion, deletion, orreplay).
Types of integrity
= Connection Integrity with Recovery: Provides for the integrity of all user data on a connection
and detects any modification,.insertion, deletion, or replay of any data within an entire data
sequence, with recovery attempted.
= Connection Integrity without Recovery as above, but provides only detection without recovery.
= Selective-Field Connection Integrity Provides for the integrity of selected fields within the user
data of adata blocktransferredoveraconnectionand takesthe formof determination of whether
the selectedfields have been modified, inserted, deleted, orreplayed.
= Connectionless Integrity Provides forthe integrity of a single connectionless data block and may
take the form of detection of data modification. Additionally, a limited form of replay detection
may be provided.
= Selective-Field Connectionless Integrity Provides forthe integrity of selected fields withina single
connectionless data block; takes the form of determination of whether the selected fields have
been modified.
NONREPUDIATION:
Itisassurance that someone cannotdenysomething. Itis amethod of guaranteeingmessage transmission
between parties. Provides protection againstdenial by one of the entities involved in acommunication of
having participatedin all or part of the communication.
= Nonrepudiation, Origin: Proof that the message was sent by the specified party.
= Nonrepudiation, Destination: Proof that the message was received by the specified party.
AVAILABILITY:
Availability is the method with assure the information and communications will be ready for use when
excepted. Information is kept available to authorized persons when they need it. The availability can be
significantly affected by a variety of attacks which are susceptible to authentication, encryption etc,
whereas some attacks require physical action for preventing and recovering from the loss of availa bility
SECURITY MECHANISMS:
Security mechanism are categorized into two types. They are,
» SPECIFICSECURITY MECHANISMS
» PERVASIVE SECURITY MECHANISMS
SPECIFICSECURITY MECHANISMS:

CSE



ST. ANN' S COLLEGE OF ENG NEERI NG & TECHNOLOGY, CH RALA

www.JntukMaterials.com

These mechanisms are incorporated into the appropriate protocol layerin order to provide some of the
OSlsecurity services.

*

+

+

Encipherment: It refersto the processof applying mathematical algorithmsto transform datainto
a form that is not readily intelligible. The transformation and subsequent recovery of the data
dependonan algorithmand encryption keys.

Digital Signature: Data appended to, or a cryptographic transformation of, a data unit must
preserve the integrity of the dataand prevents it fromany unauthorized access.

Access Control: A variety of mechanisms that enforce access rights to resources.

Data Integrity: A variety of mechanisms used to assure the integrity of a data unit or stream of
data units.

Authentication Exchange: A mechanismintendedto ensure the identity of an entity by means of
information exchange.

Traffic Padding: The insertion of bits into gaps in a data stream to frustrate traffic analysis
attempts.

Routing Control: Enables selection of particular physically secure routes for certain data and
allows routing changes, especially when a breach of security is suspected.

Notarization: The use of a trusted third party to assure certain properties of adata exchange.

PERVASIVE SECURITY MECHANISMS:

Mechanismsthatare not specifictoany particular OSI security service or protocol layer.

+
+

*
*

+

Trusted Functionality: That whichis perceived to be correct with respect to some criteria.
Security Label: the bounding value of aresource which specifies the securityattributes associated
with that resource.

Event Detection: Detection of security-relevant events.

Security Audit Trail: Data collected and potentially used to facilitate a security audit, whichisan
independent review and examination of system records and activities.

Security Recovery: Deals with requests from mechanisms, such as event handling and
management functions, and takes recovery actions.

SOME BASIC TERMINOLOGY:

An original messageis known as the plaintext.

The coded message is called the ciphertext.

The process of converting from plaintext to ciphertextis known as enciphering or encryption.
Restoringthe plaintext from the ciphertextis deciphering or decryption.

The many schemes used for encryption constitute the area of study knownas cryptography. Such
a schemeis known as a cryptographic systemor a cipher.

Techniques usedfor deciphering a message without any knowledge of the enciphering details fall
into the area of cryptanalysis. Cryptanalysisis what the layperson calls “breaking the code.”

The areas of cryptography and cryptanalysis together are called cryptology.

SYMMETRIC CIPHER MODEL:

Symmetricencryption, alsoreferred to as conventional encryption or single-key encryption
A symmetricencryption scheme hasfive ingredients.

v
v

v

Plaintext: Thisis the original intelligible message ordatathat is fedinto the algorithmasinput.
Encryption algorithm: The encryption algorithm performs various substitutions and
transformations on the plaintext.

Secret key: The secret keyis alsoinput to the encryption algorithm. The key is a value independent
of the plaintextand of the algorithm. The algorithm will produce a different output depending on
the specific key being used at the time. The exact substitutions and transformations performed
by the algorithm depend onthe key.

Ciphertext: This is the scrambled message produced as output. It depends on the plaintext and
the secret key. For a given message, two different keys will produce two different cipher texts.
The ciphertextisan apparently random stream of data and, as it stands, is unintelligible.
Decryption algorithm: This is essentially the encryption algorithm run in reverse. It takes the
ciphertextandthe secret keyand producesthe original plaintext.

CSE
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Requirements:
There are two requirements for secure use of conventional encryption:

1. We needastrong encryptionalgorithm
2. asecretkeyknownonly to sender/ receiver:Senderand receiver must have obtained copies of
the secretkeyina secure fashion and must keep the key secure
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The essential elements of a symmetric encryption scheme, in the Figure. A source produces a
message in plaintext, X =[X3, X;........ Xu]. The elements of are lettersin some finite alphabet. Traditionally,
the alphabet usually consisted of the 26 capital letters. Nowadays, the binary alphabet {0, 1} is typically
used. Forencryption, akey of the form K'=[Ky,K,....K,Jisgenerated. If the key is generated at the message
source, thenit mustalso be provided to the destination by means of some secure channel. Alternatively,
a third party could generate the key and securely deliver it to both source and destination. With the
message and the encryption key as input, the encryption algorithm forms the ciphertext Y=[Y,,Y,.... YoJ.
We can write this as Y=E(K,X). This notation indicates thatis produced by using encryption algorithm E as
a function of the plaintext X, with the specificfunctiondeterminedby the value of the key K. The intended
receiver, in possession of the key, is able to invert the transformation: X=D(K,Y). An opponent, observing
Y but not havingaccess to K or X , may attemptto recover X or K or both X and K. It isassumed that the
opponent knows the encryption (E) and decryption (D) algorithms. If the opponent is interested in only
this particular message, then the focus of the effortis to recover X by generating a plaintext estimate XA.
Often, however, the opponentisinterestedin beingable toread future messages as well, in which case
an attemptis made to recover by generatingan estimate k.

Cryptography:

Cryptographicsystems are characterized alongthree independent dimensions:

1. The type of operations used for transforming plaintextto ciphertext. All encryption algorithms
are based on two general principles: substitution, in which each element in the plaintext (bit,
letter, group of bits or letters) is mapped into another element, and transposition, in which
elementsin the plaintext are rearranged. The fundamental requirementis that no informationbe
lost (that is, that all operations are reversible). Most systems, referred to as product systems,
involve multiple stages of substitutions and transpositions.

2. The numberof keys used. If both senderand receiver use the same key, the systemis referred to
as symmetric, single-key, secret-key, or conventional encryption. If the sender and receiver use
differentkeys, the systemisreferred to asasymmetric, two-key, or public-key encryption.

3. The way in which the plaintext is processed. A block cipher processes the input one block of
elementsatatime, producing an output block foreach input block. A stream cipher processes the
input elements continuously, producing output one elementata time, asit goesalong.
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Cryptanalysis:

There are two general approaches to attacking a conventional encryption scheme:

= Cryptanalysis: Cryptanalytic attacks rely on the nature of the algorithm plus perhaps some
knowledge of the general characteristics of the plaintextor evensome sample plaintext ciphertext
pairs. This type of attack exploitsthe characteristics of the algorithm to attempt to deduce a
specificplaintext orto deduce the key being used.

= Brute-force attack: The attacker tries every possible key on a piece of ciphertext until an
intelligible translationinto plaintextis obtained. On average, halfof all possible keysmust be tried
to achieve success.

Type of Attack Known to Cryptanalyst

Ciphertext Only * Encryption algorithm
* Ciphertext

Known Plaintext * Encryption algorithm
* Ciphertext

# One or more plaintext—ciphertext pairs formed with the secret key

Chosen Plaintext * Encryption algorithm

* Liphertexi

# Plaintext message chosen by ervptunalyst. together with its corresponding
ciphertext generated with the secret key

Chosen Ciphertext * Encryption algorithm

* Liphertext

* Ciphertext chosen by cryptanulyst, together with its comesponding decrypted
plaintext generated with the secret key

Chosen Texd * Encryption algorithm

* Liphertext

* Plaintext message chosen by cryplanalyst, together with its corresponding
cipheriext generated with the =ecret key

* Ciphertext chosen by cryptanalyst, together with its cormesponding decrypled
plaintext generated with the secret key

= An encryption scheme is unconditionally Secure if the ciphertext generated by the scheme does
not contain enough information to determine uniquely the corresponding plaintext, no matter
how much ciphertextis available. That is, no matter how much time an opponent has, it is
impossible for him or her to decrypt the ciphertext simply because the required information is
not there.

= An encryption scheme: computationally secure if The cost of breaking the cipher exceeds the
value of informationand the timerequired to break the cipher exceeds the lifetime of information

SUBSTITUTION TECHNIQUES:

The two basicbuilding blocks of all encryption techniques are substitution and transposition.
= Asubstitutiontechnique isoneinwhich the letters of plaintext are replaced by otherletters
or by numbers or symbols. If the plaintextisviewed as a sequence of bits, then substitution
involves replacing plaintext bit patterns with ciphertext bit patterns.
Caesar Cipher:
The earliestknown, and the simplest, use of a substitution cipher was by Julius Caesar. The Caesar
cipherinvolves replacing each letter of the alphabet with the letter standing three places further down
the alphabet. Forexample,

plain: meet me after the toga party
cipher: PHHW PH DIWHU WEH WRJD SDUWE

Process of Caesar Cipher:
= |n orderto encrypt a plaintext letter, the sender positions the sliding ruler underneath the
first set of plaintext letters and slides it to LEFT by the number of positions of the secret
shift(here3).
= The plaintextletteristhenencrypted tothe ciphertextletter onthe sliding rulerunderneath.
The result of this process is depictedinthe followingillustration foran agreed shift of three
positions.
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Plaintext Alphabet |3 |b|c|d|e|f|g|h|i|j|k|![m|n]ofp[q|r|s|[t|u]v|w|[x|y]|z
Ciphertext Alphabet (D | E | F [G[H| || J|K[L[M|N|O[P[Q|R|S|T[{U|VIW|X[Y|Z]|A|B|C
Ciphertext Alphabet | A [ B | C|D|E|F|G|H| I |J|k|L{M[N|O|P|Q|R[S|T|U|V|W|X|Y|Z
Plainrtext Alphabet | x |y | z|a|b|c|d|e|flg[h|i[j|k]|!|m|n]jo|p|g|r|s|[t|ufv|w

Let us assign a numerical equivalent to each letter:

a b C d e g h i i k |l | m
0 1 2 3 4 5 £ 7 8 9 10 11 | 12
n o P q T 5 t u v w X ¥ z
13 14 | 15 16 17 | 18 19. ] 20 | A 2 |23 | 24| 25

Thenthe algorithm can be expressedas follows. For each plaintext letter p, substitute the ciphertext letter
C
C=E(3,p)=(p+3) mod 26

A shift may be of any amount, so that the general Caesaralgorithmis

C=E(k,p) = (p+ k) mod 26
where ktakes on a valuein the range 1 to 25. The decryption algorithm is simply

p =D(k, C)=(C- k) mod 26
Ifitisknownthatagiven ciphertextis aCaesarcipher, then abrute-force cryptanalysisis easily performed:
simply try all the 25 possible keys. Following figure shows the results of applying this strategy to the
example ciphertext. In this case, the plaintext leaps out as occupying the third line.
Three important characteristics of this problem enabled us to use a brute force cryptanalysis:
1. The encryption and decryption algorithms are known.
2. There are only 25 keys to try.
3. The language of the plaintextis known and easily recognizable.

FHHW PH DIWHL WEH WRJFD SAFWDB

EEY
ooy o ohegt vwig vgic mobwa

nEffu nf bogufs wif uphb gbEsx
maeet me afcer the togoa porty
Idds 1Id zesdg sgd snfz ozgax
kocr ko ydrop rifc rmey oy
Thlag b mxogbho agldas oo
fmap ina wbhpan ploow  Iwripia
hzzo hx vaozrm ocz ojbv kvmot

Wom o= oW R e

uznyi nby moimn FJulnes
Cymxk max mhrt Iitlhnr
sxiwi lIzw loys h=sijlg
rwkwi kyw kEfxr grikp
qufiuh Ja Jewg fghjo

o
oo
E

e 1
e

g83qd

i
Lid
L

14 btci bt puitg iws Idvp Spgin
15 mssh as othsf hves houo dofimm
16 Zr@zg - Nnegre gur gbtn cnegl
17 wopgf wig mrfgd Froag fosm bmdfk
18 xppe xp lgepc esp szrl alced
15 wood wo kpdob dro dygk skbhdi
20 wnne wn o joona ogn ooxpd yiach
27 ummb um fnlbmz bpEm eoi o xizbhg
23 Ells YT hmaly acl auvnb whyaE
a3 gkkzr sk glzikx mnk zumg woxza
248 rijfy 1 Fkwiw wm] yelF wuafemyed

25 giix gi sjxivw xli mske Cewxc
MONOALPHABETIC CIPHERS:
= Monoalphabetic cipheris a substitution cipher in which for a given key, the cipher alphabet for

each plain alphabet is fixed throughout the encryption process. With only 25 possible keys, the
Caesarcipherisfarfromsecure. Adramaticincrease inthe key space can be achieved by allowing
an arbitrary substitution. Before proceeding, we define the term permutation. A
permutation of a finite set of elements Sis an ordered sequence of all the elements of S, with
each elementappearing exactly once.
Forexample,if S={a, b, c}, there are six permutations of S:

abc, acb, bac, bca, cab, cba
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If the cryptanalyst knows the nature of the plaintext, then the analyst can exploit the regularities
of the language.

UZQSOVUOHAMOPVGPOZPEVSGZNS Z0PFPESXUDEMETSXALZ
VUEPHZHMDZSHZOWSFPAPPDTSVRQUZNYMXUZUHSX

EPYEPOPDZSZUFPOMBZWEFUPZHMDJUDTMOHMO

As afirststep, the relativefrequency of the letters can be determined and compared to a standard
frequency distribution for English, such as is shown in Figure. If the message were long enough,
thistechnique alone mightbe sufficient, but because thisis arelatively short message, we cannot
expect an exact match. A powerful tool is to look at the frequency of two-letter combinations,
known as digrams.

The followingtable shows the frequency of lettersin the above sentences

P 1333 H 583 F 333 B 167 C 000
L 11.67 D 500 W 333 G 167 K 0.00
5 833 E 500 Q 250 Y 1.67 L 0.00
U 833 V 417 T 250 I 083 N 000
O 750 X 417 A 167 J 083 R 0.00
M 667

UZOsOVUOHAMOPVGPOEAPEVEGEAWS Z0PFPESXTUDEMETSXAT R

t a e e te a that efe a a
VUEPHZHMDZSHZOWSFPAPPDTSVPOUZWYMXUZUHSXY
e t ta £t ha e eeya & th E a
EPYEPOPDZSZUFPOMBZNPFUP ZHMDJIUDTMOHMO
e e & tat £ the t

Monoalphabetic ciphers are easy to break because they reflect the frequency data of the original
alphabet.

Playfair Cipher:
The best-known multiple-letter encryption cipheris the Playfair, which treats digramsin the plaintext as

single units and translates these unitsinto ciphertext digrams. The Playfairalgorithmis based onthe use
of a5 * 5 matrix of letters constructed using a keyword.

M|O[N] A
cla|l ¥ | B
E|F|lG |13
Ll P|aQ]|s

ulviwl[x

NS RIDA

In this case, the keyword is monarchy. The matrix is constructed by filling in the letters of the keyword
(minus duplicates) fromlefttoright and fromtop to bottom, and then fillingin the remainder of the matrix
with the remaininglettersin alphabeticorder. Theletters |and J countas one letter. Plaintext is encrypted
two letters at a time, according to the following rules:

1. Repeating plaintextletters that are in the same pair are separated with a filler letter, such as x,
so that balloon would be treated as balxlo on.

2. Two plaintext letters that fall in the same row of the matrix are each replace by the letter to
the right, with the first element of the row circularly following the last. For example, ar is
encrypted as RM.

3. Two plaintextletters that fallin the same column are each replaced by the letter beneath, with
the top element of the column circularly following the last. Forexample, muis encrypted as CM.
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4. Otherwise, each plaintextletterinapairis replaced by the letterthat liesin its own row and the
column occupied by the other plaintextletter. Thus, hs becomes BP and ea becomes IM (or JM,
as the enciphererwishes).

The Playfair cipheris a great advance over simple monoalphabetic ciphers. For one thing, whereas
there are only 26 letters, there are 26 * 26 = 676 digrams, so that identification of individual digrams is
more difficult. Despite thislevel of confidenceinits security, the Playfaircipheris relativelyeasy to break,
because it still leaves much of the structure of the plaintext language intact. A few hundred letters of
ciphertextare generally sufficient.

Hill Cipher:

Another interesting multiletter cipher is the Hill cipher, developed by the mathematician Lester
Hill in 1929. This encryption algorithm takes m successive plaintext letters and substitutes for them m
ciphertext letters. The substitutionis determined by m linear equationsin which each character is assigned
a numericalvalue (a= 0, b= 1,c, z= 25).

For m =3, the system can be described as

™
|

= (knpt + knpr + kzps)mod 26
2 = (kizpi + knp: + kxpps)mod 26
£z = (kizpt + knpz + ksypz)mod 26

This can be expressed in terms of row vectors and matrices:”

ki k2 ki
(cycxe3) = (py pa ps)| k. ko k3 |mod 26
k1 ks ks

C = PK mod 26

Please refer Notes

Polyalphabetic Ciphers:

= Another way to improve on the simple monoalphabetic technique is to use different
monoalphabeticsubstitutions as one proceeds through the plaintext message. The general name
for thisapproachis polyalphabetic substitution cipher.

= The bestknown,and one of the simplest, such algorithmisreferred toasthe Vigeneére cipher.In

this scheme, the set of related monoalphabetic substitution rules consists of the 26 Caesar
ciphers, with shifts of 0through 25.
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Table. The Modern Vigeneére Tableau
key: deceptive
plaintext: wearediscoveredsaveyourself
ciphertext: ZICVTWQNGRZGVTWAVZHCQYGLMG!
key: deceptivedeceptivedeceptive
plaintext: wearediscoveredsaveyourself
ciphertext: ZICVTHQHNGRZGVTWAVZHCOY GLMGT
Expressed numerically, we have the following result.
key 3 |4 |24 |59 8|21 4|3 | 412|415
plaintext | 22 | 4 | O |17 | 4 | 3 | 8 | 18| 2 |14 |21 | 4 |17 | 4
ciphertext | 25 | 8 | 2 |21 |19 |22 | 16 | 13 | 6 |17 |25 | & |21 |19
key 12| 8 (21| 4 | 3| 4|24 |15 19| 8|21 4
plaintext 3 |18|0 (21| 4 |24 (14]|20]|17 | 18] 4 |11 ]| 5
Giphertext RSl O |21 |25 7 |2 |16 | 24| 6 (11 [(12]| 6 | 9

The periodicnature of the keyword can be eliminated by using anonrepeating keyword thatis aslong as
the message itself. Vigenere proposed what is referred to as an autokey system, in which a keyword is
concatenated with the plaintextitselfto provide arunningkey.

key: deceptivewearediscoveredsav
plaintext: wearediscoveredsaveyourself
ciphertext: ZICVTWONGEKZEI IGASXSTSLVVWLA

Vernam Cipher:

The ultimate defense against such a cryptanalysis isto choose a keyword that is as long as the plaintext
and has no statistical relationship toit. Such a system was introducedby an AT&T engineer named Gilbert
Vernamin 1918.
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Figure 2.7 Vernam Cipher

One-Time Pad:

Joseph Mauborgne, proposed an improvement to the Vernam cipher that yields the
ultimate in security. Mauborgne suggested using a random key that is as long as the message,
sothat the key need not be repeated. Inaddition, the key is to be used to encrypt and decrypt a
single message, and then is discarded. Each new message requires a new key of the same length
as the new message. Such a scheme, known as a one-time pad, is unbreakable. It produces
random output that bears no statistical relationship to the plaintext. Because the ciphertext
contains no information whatsoever about the plaintext, there is simply no way to break the
code.

An example should illustrate our point. Suppose that we are using aVigenere scheme with
27 characters in which the twenty-seventh character is the space character, but with a one-time
key that is as long as the message. Consider the ciphertext

ANKYODKYUREPFJBYOJDSPLREYIUNOFDOIUERFPLUYTS

We now show two different decryptions using two different keys:

ciphertext: ANEYODEYUREPFJBYOJDSPLEEYIUNOFDOIUERFPLUYTS
key: prxlmvmsydofuyrvewe tnlebnecvgdupahfzzimnyih
plaintext: mr mustard with the candlestick in the hall
cipnertext: ANEYODEYUREPFJBYOJDSPLEEYIUNOFPDOIUERFPLUYTS
key: mfugpmil vdgaxgoufhkl 1l Imhsagdgogtewbafgyovuhwt

plaintext: miss scarlet with the knife in the library

Suppose that a cryptanalyst had managed to find these two keys. Two plausible plaintexts
are produced. How is the cryptanalyst to decide which is the correct decryption (i.e., which s the
correct key)? If the actual key were produced in a truly random fashion, then the cryptanalyst
cannot say that one of these two keys is more likely than the other. Thus, there is no way to
decide which key is correct and therefore which plaintext is correct.

In fact, given any plaintext of equal length to the ciphertext, there is a key that produces
that plaintext. Therefore, if you did an exhaustive search of all possible keys, you would end up
with many legible plaintexts, with no way of knowing which was the intended plaintext.
Therefore, the code is unbreakable.

The one-time pad offers complete security but, in practice, has two fundamental difficulties:

1. There is the practical problem of making large quantities of random keys. Any heavily
used system might require millions of random characters on a regular basis. Supplying
truly random characters in this volume is a significant task.

2. Even more daunting is the problem of key distribution and protection. For every
message to be sent, a key of equal length is needed by both sender and receiver. Thus, a
mammoth key distribution problem exists.
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Because of these difficulties, the one-time pad is of limited utility and is useful primarily for
low-bandwidth channels requiring very high security.

Transposition Techniques:
A verydifferent kind of mappingis achieved by performing some sort of permutation on the plaintext
letters. Thistechniqueisreferredto asa transposition cipher.

RAIL FENCE TECHNIQUE:

The simplestsuch cipheristhe rail fence technique, in which the plaintextis written down as asequence
of diagonals and then read off as a sequence of rows.

For example, to encipherthe message “meet me after the toga party” with a rail fence of depth 2

we write the following:

'he encrypted message is
MEMATRHTGPRYETEFETEOAAT

Row Transposition Ciphers:

A more complex scheme is to write the message in a rectangle, row by row, and read the message off,
column by column, but permute the order of the columns. The order of the columns then becomes the
keyto the algorithm.

Key: 4 312567
Plaintext: attackp
ocostpone
d unt 11E€Et
WoamzxYyEzZ
Ciphertext: TTNAAPTMTSUOACDWCOIXKNLYPETZ

PHISHING DEFENSIVE MEASURES:
= Phishingis a fraudulent process, which attempts to acquire sensitive information, such as
usernames, passwords, and credit card numbers by masquerading as a trustworthy entity in an
electroniccommunication.
= Spear-phishing emails have a high success rate because they mimic messages from an
authoritative source, such as a financial institution, a communications company, or some other

easily recognizable entity with areputablebrand.
= In general, these phishing techniques are manifested in social engineering, URL/Link
manipulation, filter evasion e.g., usingimages to hide malicious links, and websiteforgery.
= Web Forgery, also known as Phishing, is a form of identity theft that occurs when a malicious
website impersonatesavalid onein orderto obtain someone’s sensitive information.
= Pharmingisanothertechnique intendedtoredirecta website's trafficto another, fake site.
= Pharming can be conducted either by changing the hosts fileon a victim's computer or
by exploitation of avulnerability in DNS server software.
= DNSserversare computers responsibleforresolving Internet namesinto theirreal IP addresses.
=  Compromised DNSserversare sometimes referredtoas "poisoned".
= Pharmingrequires unprotected access to targeta computer, such as alteringa customer's home
computer, ratherthan a corporate business.
= Avalancheisthe name givento the world’s most prolificphishing gang, and to the infrastructure
it usesto host phishingsites.
SAFE BROWSING TOOL:
Since the webisthe most frequently used attack vector, it is important to have protection for browsers,
especiallywhenasearchis used.
= The Web of Trust (WOT) Plugin for Safe Browsing: The WOT is a community-based collection
of websites, based on a reputation achieved through the ratings of millions of users. Itis a
free safe surfing plugin for majorbrowsers and provides website ratings and reviews to help
web users as they search, surf and shop online.
= WOT uses color-coded symbols to show the reputation of a site: Green indicates the site is
trusted by the community, yellow warns a user to be cautious and red indicates potential
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danger. A gray symbol with a question mark means that there is no rating due to a lack of
sufficient data. Figure(a) shows that WOT provides a safe rating for each website in the
search.
UNIFORM RESOURCE LOCATOR (URL) FILTERING:
URL filters check hyperlinks and URL for specific commands, keywords, and malicious code. This type of
filtering is usually utilized by web and email scanning engines. Both Internet Explorer (IE), Chrome, and
Firefox provide phishing filters. Phishing and malware protection is accomplished by checking the site
that is being visited against lists of reported phishing and malware sites. These lists are automatically
downloaded and updated by browsers. So when the Phishing and Malware Protection features are
enabled, browsers can provide warnings.
The Location of a List of Phishing Sites:
PhishTank (http://www.phishtank.com/)is a collaborative clearing house for data and information about
phishingonthe Internet. One can also query or browse this phishingsite list.
The Configurations of Phishing Protection Features Employed in Firefox and Internet Explorer (IE):
Firefox provides options for security by checking the twoitemsinthe green box. When installing Firefox,
these options are enabled by default. The IE8 configuration is by checking the SmartScreen in the
Advanced Tab of Internet Options. SmartScreen in enabled by default during the installation process.
The Manner in Which Phishing Site Warnings Are Displayedin IE and Firefox:
IE7 not only clearlylabelsitas such in the red area at the top of the page, but in addition indicating that
HTTPS is not used. Asite like Paypal would definitely have asecure site. Unfortunately, itis probably too
late for an individual that reaches this point, since the malicious scripts will undoubtedly be loaded into
theirmachine whenthessite isaccessed. IE8 providesaclearwarningon the screen.
The Use of a Browser Filterto Block a Phishing Site:
Since a browsermay not be able to download its phishingsite listin time, a phishing/ malware site may
still evade the filtering process. A user should always take precautions, since a_phishing website may
emerge any momentandinthis situation the browserfilteris always an afterthought.
THE OBFUSCATED URL AND THE REDIRECTION TECHNIQUE:
Two of the most common techniques employed in phishing are the confusing/obfuscated URL and the
redirection technique.
For example, the following URLs appear to bean ebay site since ebay is prominently displayed in the

listing.
http://ebay.hut2.ru
The other techniqueis redirection, which isillustrated in the following URL:
http://www.paypal.com/url.php?url =“http://phishing.com”
In this case Paypal appears to be the site, but thenitis redirected to phishing.com. This latter technique
is an effective phishing approach, since it appears that a legitimate site is being visited while, in fact,
redirection to aphishingsite is actually taking place.
WEB-BASED ATTACKS:
P The vulnerabilities in web-based attacks are manifested in a variety of ways. For example, the
inadequate validation of userinput may occurin one of the following attacks: Cross-Site Scripting
(XSS or CSS), HTTP Response Splitting or SQL Injection.
HTTP RESPONSE SPLITTING ATTACKS:
= HTTP response splitting occurs when:
o Data enters a web application through an untrusted source, most frequently an HTTP
request.
o The data is included in an HTTP response header sent to a web user without being
validated for malicious characters.
= At its root, the attack is straightforward: an attacker passes malicious data to a vulnerable
application, and the applicationincludes the datainan HTTP response header.
=  HTTP response splitting attacks may happen where the server script embeds user datain HTTP
response headers without appropriate sanitation.
= This typically happens when the script embeds user data in the redirection URL of a redirection
response (HTTP status code 3xx), or when the scriptembeds user datain a cookie value or name
whenthe response sets acookie.
= Attacker uses a web server, which has a vulnerability enabling HTTP response splitting, and a
proxy/cache serverina HTTP response splitting attack.
= HTTP response splittingis the attacker’s ability to send asingle HTTP request that forces the web
serverto form an output stream, whichis theninterpreted by the targetas two HTTP responses
instead of one response.

CSE
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a.com web server

FIGURE: A normal operation for executing a Redirect Script for language preference and the
response is cached in a proxy server.

a.com

FIGURE: Attackerusesa.com web server, which has a vulnerability enabling HTTP response
splitting, and a proxy/cache serverinaHTTP response splitting attack. A victim will retrieve the
cached second response when accessing the a.com.

Steps
1. An attackersendstwo HTTP requests tothe proxy server.

2. The proxyserverforwardstwo HTTP requeststo the a.com web server.
3. Thea.com webserversendsback one HTTP response to each request and the proxy only
acceptsthe firstresponse message.
4. The proxyserverinterpretsthe acceptedresponse astwo HTTP response messages
1. Thefirstrequestis matchedto the firstresponse. Afirst HTTP response, whichisa 302

(redirection) response.

2. Thesecondrequest (http://a.com/index.html) is matched to the second response. A
second HTTP response, whichisa 200 response, has acontent comprised of 26 bytes of

HTML.

5. Avictimsendsarequesttohttp://a.com/index.html.
6. Thevictimreceivesthe second response message. The problemisthatthe contentinthe second
response can be any scriptthat will be executed by the browser.
CROSS-SITE REQUEST FORGERY (CSRF OR XSRF):

Cross-Site Request Forgery (CSRF) is an attack that forces an end user to execute
unwanted actions on a web application in which they're currently authenticated. CSRF attacks
specifically target state-changing requests, not theft of data, since the attacker has noway to see
the response tothe forged request. With alittle help of social engineering (such as sending alink
via email or chat), an attacker may trick the users of a web application into executing actions of
the attacker's choosing. If the victimisanormal user, a successful CSRF attack can force the user
to perform state changing requests like transferring funds, changing their email address, and so
forth. If the victim is an administrative account, CSRF can compromisethe entire webapplication.

Cookies are small files which are stored on a user's computer. They are designed to hold
a modest amount of data specific to a particular client and website, and can be accessed either
by the web serverorthe clientcomputer.
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Cross Site Request Forgery Attacks
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CROSS-SITE SCRIPTING (XSS) ATTACKS:

Cross-Site Scripting (XSS) attacks are a type of injection, in which malicious scripts are injected into trusted
web sites. XSS attacks occur when an attacker usesa web application to send malicious code, generally
inthe form of a browserside script, toadifferentend user. Flawsthatallow these attacks to succeed are
quite widespread and occur anywhere a web application uses input from a user within the output it
generates without validating or encoding it. An attacker can use XSS to send a malicious script to an
unsuspectinguser. The end user’s browser has no way to know that the script should not be trusted, and
will execute the script. Because it thinks the script came from a trusted source, the malicious script can
access any cookies, session tokens, or other sensitive information retained by the browserand used with
that site. These scripts can even rewrite the content of the HTML page.

NON-PERSISTENT XSS ATTACKS:

The non-persistent (or reflected) cross-site scripting vulnerability is by far the most common type. These
holes show up when the data provided by a web client, mostcommonly in HTTP query parameters (e.g.
HTML form submission), is used immediately by server-side scripts to parse and display a page of results
for andto that user, without properly sanitizing the request.

PERSISTENT XSS ATTACKS:

The persistent (or stored) XSS vulnerability is a more disturbing variant of a cross-site scripting flaw: it
occurs when the data provided by the attackeris saved by the server,and then permanentlydisplayed on
"normal" pagesreturnedto otherusersinthe course of regular browsing, without proper HTML escaping.
A classicexample of thisiswith online message boards where users are allowed to post HTML formatted
messagesforotheruserstoread.

DATABASE DEFENSIVE MEASURES:
STRUCTURED QUERY LANGUAGE (SQL) INJECTION ATTACKS:
A SQL injection attack consists of insertion or "injection" of aSQL query viathe input data fromthe client
to the application. A successful SQL injection exploit can read sensitive data from the database, modify
database data (Insert/Update/Delete), execute administration operations on the database (such as
shutdown the DBMS), recover the content of a given file present on the DBMS file system and in some
cases issue commands to the operating system. SQL injection attacks are a type of injection attack, in
which SQL commands are injected into data-plane input in order to affect the execution of predefined
SQL commands.
The Manner in Which to Execute a SQL Injection Attack:
Asan exampleofaSQLinjection attack, considerthe normal userlogin request shownin Figure (a).A user
suppliestheir username and password, and this SQL query checksto seeif the user/password combination
isin the database. The queryisof the form

Squery = “SELECT username,password FROMlogin WHERE username = ‘Susername’ AND

password = ‘Spassword’“;
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FIGURE(a) A SQL injection attack.
The attacker wants to take over the administrative privilege of the database and therefore uses the
username: administrator’'#, as indicated in Figure (b). The # sign indicates the start of a line comment,
which although generally useful can typically be ignored. The password can be anything, since the server
willignore anything that followsthe #sign. The form of the query and the ignored comment, indicated by
the strikethrough, are then
Squery = “SELECT username,password FROMlogin WHERE username =
‘administrator’# AND password = ‘Spassword’*;
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FIGURE(b) The attacker employs the user name: administrator’ #.

SQL INJECTION DEFENSE TECHNIQUES:
SQL injection can be protected by filtering the query to eliminate malicious syntax, which involves the
employment of some toolsinorderto

a) scan the source code using, e.g., Microsoft SQL Source Code Analysis Tool,

b) scanthe URL usinge.g., Microsoft UrlScan,

c) scanthewholesiteusinge.g., HP Scrawlr, and

d) sanitize userinputformsthrough secure programming.

Buffer Overflow:

A bufferoverflow occurs when a program or processtriesto store more data in a buffer (temporary
data Storage area) than it was intended to hold. Since buffers are created to contain a finite amount of
data, the extrainformation - which hasto gosomewhere - can overflowinto adjacent buffers, corrupting
or overwritingthe valid dataheldin them. It may occur accidentally through programming error; buffer
overflowis anincreasingly common type of security attack on data integrity.

In buffer Overflow attacks, the extra data may contain codes designed to trigger specific actions, in
effect sending newinstructions to the attacked computer that could, forexample, damagethe user's files,
change data, or disclose confidential information. Buffer overflow attacks are said to have arisenbecause
the C programming language supplied the framework, and poor programming practice supplied the
vulnerability. Vulnerability to buffer overflow attack was discovered in Microsoft Outlook and Outlook
Express. A programming flow made it possible for an attacker to compromise the integrity of the target
computerbysimplyitsendingan e-mail message.
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Unlike the typical e-mail virus, users could not protect themselves by not Opening. attached files;
in fact, the user did not even have to open the message to enable the attack. The programs message
header mechanisms had a defectthat made it possible for sendersto overflow the area with extraneous
data, which allowed them to execute whatever type of code they desired on the recipient's computers.
Because the process was activated as soon as the recipient downloaded the message from the server, this
type of buffer overflow attack was very difficult to defend. Microsoft has since created a patch to eliminate
the vulnerability. Buffer overflow vulnerabilitiesare one of the most common vulnerabilities. These kinds
of vulnerabilities are perfect for remote access attacks because theygive the attackeragreat opportunity
to launch and execute their attack code on the target computer. A buffer overflow attack occurs when
the attackerintentionally enters more datathan a program was written to handle. The data runs over and
overflows the section of memory that was set aside to accept it. The extra data overwrites on top on
another portion of memory that was meant to hold something else, like part of the program's instructions.
This allows an attacker to overwrite data that controls the program and can takeover control of the
program to execute the attacker's code instead of the program. In exploiting the buffer overflow
vulnerability, the main objective is to overwrite some control informationin orderto change the flow of
control inthe program. The usual way of taking advantages of thisis to modify the control informationto
give authority to code provided by the attacker to take control.

The stack is a section of memory used for temporary storage of information. In a stack-based buffer
overflow attack, the attacker adds more data than expected to the stack, overwriting data. For example,
"Let's say that a program is executingand reaches the stage where it expects to use a postal coderor zip
code, whichit getsfrom a Web-based form that customersfilled Out." The longest postal code is fewer
than twelve characters, but on the web form, the attacker typedinthe letter"A" 256 times, followed by
Some other commands. The data overflows the buffer allotted for the zip code and the attacker's
commands fall into the stack. After a function is called, the address of the instruction following the
function call is pushed onto the stack to be saved so that the function knows where to return control
whenitis finished.

Abufferoverflowallows the attackerto change the return address of afunctiontoapointin memory
where they havealready inserted executable code. Then control can be transferred to the malicious attack
code contained With the buffer, called the payload. The payloadis normally acommandto allow remote
access or some other command that would get the attacker closer to having control of the system. The
best defense againstany of these attacksisto have perfect programs. Inideal circumstances. every input
in every program would do bounds checkstoallow onlya given number of characters. The refore, the best
way to deal with buffer overflow problemsistonotallowthemtooccur inthe first place.

Figure : stack representation of anormal stack

Machine Code: Local variable 1 is
Execve(/bin/sh) - ovenwritten
New Pointer to execute Returmn Pointer is
code - ovenawritten

Figure: Buffer Overflow Stack
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Buffer Overflow attacks defenses:

= Checkinputsize wherever applicable, and truncate if it’s too big.

= Duringthe build, make sure thatthe non-executable systemstackisimplemented. Stacks are
used to store function call arguments, return parameters, local variables but not executable
code. So if we can implement a stack which is non-executable stack, a majority of buffer
overflow attacks can be controlled. Toimplement this feature, windows even have afeature
called “Data Execution Prevention” whichis used to make stack non-executable. DEP settings
are available at Systems >Advanced>Performance >Settings>DEP.

Format String:

Buffer overflows aren't the only type of bug that can control a process. Another fairly common
programmingerror is the situation in which a user can control the format parameterto a function, such
as printf () or syslog (). These functions take aformat string as a parameterthat describes how the other
parametersshould be interpreted. Forexample, the string specifies that a parametershould be displayed
as a signed decimal integer, while %s specifies that a parameter should be displayed as an ASCII string.
Formatstrings give you alot of control over how datais to be interpreted, and this control can sometimes
be abusedto read and write memoryinarbitrary locations.

To take advantage of format string vulnerability, an attacker gets a computer to display a string
of text characters with formatting commands. By carefully manipulating the formatting commands, the
attacker can trick the computer into running a program. "Format string bugs are the new trend in
computersecurity vulnerabilities." Inthe C programming languagethere are anumber of functions which
accept a format string as an argument. These functions include fprintf, printf, sprintf, snprintf, vfprintf,
vprintf, vsprintf, vsnprintf, setproctitle, syslog and others.

Table 2. Common parameters used in a Format String Attack.

Parameters Output Passed as
%% % character {litsral) Reference
%p External representation of a pointer to void Reference
“ad Decimal wvalue

%EC Characier

%u Unsigned decimal Value

) Hexadecimal wvalug

%S String Reference
“an Wriles the number of characiers into a pointer Reference

Format String Vulnerability Attacks:
Format string vulnerability attacks fall into three categories:
a) Denial Of service
b) Reading
c) Writing
= Format string vulnerability denial of service attacks are characterized by utilizing multiple
instances of the %s format specifier to read data off of the stack until the program attempts to
read data from an illegal address, which will cause the program to crash.
printf (userName);
= The attacker could insert a sequence of format strings, making the program show the memory
address where a lot of otherdata are stored, then, the attacker increases the possibility that the
program will read anillegal address, crashing the program and causingits non-availability.
printf ("%s%s%s %s %s %5%5 %S %s %s %s%s");
=  Formatstring vulnerabilityreading attacks typically utilize the %x format specifier to print sections
of memory thatdo not normally have access to.
=  Format string vulnerability writing attacks utilize the %d, %u or %x format spe cifiers to overwrite
the Instruction Pointerand force execution of user-supplied shell code.
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TCP session hijacking:

TCP guarantees delivery of data and also guarantees that packets will be delivered in the same order in
which they were sent. In order to guarantee that packets are delivered in the right order, TCP uses
acknowledgement (ACK) packets and sequence numbers to create a “full duplex reliable stream
connection between two end points,” with the end points referring to the communicating hosts. The
connection between the clientand the server begins with athree-way handshake.

Server

Client

5%, Sequence Mumber X »

SYMYACK, Sequence Mumber P,
Acknowledgment Number X+1

ACK, Acknowledgment Number F'+'I}

Figure(a): TCP Three-Way Handshake
For now, observe what happenstothese sequence numbers when the client starts sending datato the
server (see Figure (b)). Inorderto keep the example simple, the client sends the characterAina single
packetto the server.

Sarver

Client

Data: "A”, Sequence Number X+1

»
Acknowledgment Number X+2

-

Figure(b) Sending Data over TCP
TCP Session hijackingis when a hackertakesovera TCP session between two machines. Since most
authentications only occur at the start of a TCP. session, this allows the hackerto gainaccessto a
machine.

A popular method is using source-routed IP packets. This allows a hacker at point A on the network
to participate in a conversation between B and C by encouraging the IP packets to pass through its
machine. If source-routing is turned Off, the hacker can use “blind" hijacking see figure (c), whereby it
guessesthe responses of the two machines.Thus, the hacker can send acommand, but can never see the
However,acommon command would be to seta password allowing access from somewhere else on the
net. A hacker can also be "inline" between B and C using a sniffing program to watch the conversation.
Thisis known as a "man-in-the-middle attack".
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Figure (c) Blind hijacking
A common component of such an attack isto execute a denial-of-service attack against one end-point to
stop it from responding. This attack can be eitheragainst the machine to force it to crash, or against the
network connectionto force heavy packetloss. TCP session hijackingis amuch more complex and difficult
attack.
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Route Table Modification:

An attacker would be able to put himself in such a position to block packets by modifying routing
tables, sothat packets flow through a system he has control by changing bridge tables by playing games
with spanning-tree frames, or by rerouting physical cables so that the frames must flow through the
attacker’s system. Most of the time, an attacker will try to change route tables remotely. A more locally
workable attack might be to spoof Internet Control Message Protocol (ICMP) and redirect packets to fool
some hostsintothinking thatthere isabetterroute viathe attacker’s IP address. Many OS’s accept ICMP
redirectsintheirdefault configuration. Unless, the connectionis to be broken entirely(or proxy itin some
way), the packets have to be forwarded back to the real router, so they can reach their ultimate
destination.

If the attacker has managed to change route tablesto get packetsto flow through his syste m, some
of the intermediate routers will be aware of the route change, either because of route tables changing or
possibly because ofan Address Resolution Protocol (ARP) table change. The end nodes would not normally
be knowledgeable to thisinformation, if there are atleast afew routers between the two nodes. Possibly
the nodes could discoverthe change viaatraceroute-style utility, unlessthe attacker has plannedforthat
and programmed his “router” to account forit.

ARP Attacks:

Anotherway to make sure that your attacking machine gets all the packets goingthroughitis to
modify the ARP tables on the victim machine(s). The address resolution protocol is used by each host on
an IP network to map local IP addresses to hardware addresses or MACaddresses. ARPis designed to be
a dynamic protocol, so as new machines are added to a network or existing machines get new MAC
addressesforwhateverreason, the rest update automatically in arelatively short period of time. There is
absolutely no authenticationin this protocol. Address Resolution Protocol (ARP)spoofing, also known as
ARP poisoning or ARP Poison Routing (APR), is a technique used to attack an Ethernet wired or wireless
network.

ARP Spoofing allows an attacker to sniff data frames on a local area network (LAN), modify the
traffic, or stop the traffic altogether. The attack can only be used on networks that actually make use of
ARP and not another method of address resolution. The principle of ARP spoofingis to send fake, or
"spoofed", ARP messages to an Ethernet LAN. Generally, the aim is to associate the attacker's MAC
address with the IP address of anothernode. Anytraffic meantforthat IP address would be mistakenly
sent to the attacker instead. The attacker could then choose to forward the traffic to the actual default
gateway or modify the data before forwardingit. The attacker could also launch a denial -of-service attack
against a victim by associating a nonexistent MAC address to the IP address of the victim's default
gateway. ARP spoofing attacks can be run froma compromised host or from an attacker's machine thatis

connected directly to the target Ethernet segment.

) Host B responds with an ARP
reply and indicates its MAC
address is BB:BB:BB:BB:BB:EB

Host B
i) Host A broadcasts ARP request
) Host A broadcasts ARP request » asking which MAC addrass
asking which MAC addrass belongs to "192.168.1.250"
belangs to 192 168.1.250" Host A —
Host A IP Adldress: 192.168.1.250
Switch InF.; :gdée;;;;% -ngé'é?gg Switch MAC: BE:EB:BE:EE:BE:EE
. P
=
) ) " ) Attacker forges a response
Q;I;:trgqﬁme;resHmAs before Host B can respond
Host C Attacker
IP Aclelress: 192.168.1.100 0% IF Adcdress: 192.168.1.100
MAC: AAMAAAAAAAAR AC: Al fot: A A8 A0
—
— T
E) Host A bagins sending
data intended for Host
B to the attacker
IP Address: 192.168.1.50 IP Address: 192.168.1.1
MAC: CCCC:CC:CCCC:CT MAC: EQ:EOQ:EC:EC:EOED

UDP Hijacking:
UDP which stands for User Datagram Protocol is defined as a connectionless protocol. It offers a direct

way to send and receive datagram’s overan IP network. UDP doesn’t use sequence numbers like TCP. It
is mainly used for broadcasting messages across the network or for doing DNS queries. Hijacking a session
over a User Datagram Protocol (UDP) is exactly the same as over TCP, except that UDP attackers do not
have to worry about the overhead of managingsequence numbers and other TCP mechanisms. Since UDP
is connectionless, injecting datainto a session without being detected is extremely easy.
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Man in the Middle Attacks:

In cryptography, aman-in-the-middle attack (MITM) is an attack in which an attackeris able toread, insert
and modify at will, messages between two parties without either party knowing that the link between
them has been compromised. The attacker must be able to observe and intercept messages going
betweenthe twovictims.

X
Web Server

Victim

MITM
Connection

Attacker
The MIIM attack may include one or more of
Eavesdropping, including trafficanalysis and possibly a known-plaintext attack.
Chosen ciphertext attack, depending on whatthe receiver does with amessage thatit decrypts.
Substitution attack

Replay attacks

Denial of service attack. The attacker may forinstance jam all communications before attacking
one of the parties. The defense is for both parties to periodically send authenticated status
messages and to treattheir disappearance with paranoia. MITMis typically used to refer to active
manipulation Of the messages, ratherthan passively eavesdropping.

A man-in-the-middle attack can succeed only when the attacker can impersonate each endpoint to
their satisfaction as expected from the legitimate other end. Most cryptographic protocols include
some form of endpoint authentication specifically to prevent MITM attacks.
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