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Cryptography and Network Security
UNIT-2

Syllabus: Block Ciphers & Symmetric Key Cryptography

Traditional Block Cipher Structure, DES, Block Cipher Design Principles, AES-Structure,
Transformation functions, Key Expansion, Blowfish, CAST-128, IDEA, Block Cipher Modes of
Operations

2.1.Introduction:

e A block cipheris an encryption/decryption scheme in which a block of plaintext is treated as a
whole and used to produce a ciphertext block of equal length.

e Many block ciphers have a Feistel structure. Such a structure consists of a number of identical
rounds of processing. In each round, a substitution is performed on one half of the data being
processed, followed by a permutation that interchanges the two halves. The original key is
expandedsothata differentkeyis usedforeach round.

e The Data Encryption Standard (DES) has been the most widely used encryption algorithm until
recently. It exhibits the classic Feistel structure. DES uses a 64-bit block and a 56-bitkey.

2.2.Stream Ciphers and Block Ciphers:

e Astreamcipherisone that encrypts adigital data stream one bit or one byte at a time. Examples
of classical stream ciphers are the auto keyed Vigenere cipherand the Vernam cipher.

e A block cipheris one in which a block of plaintextis treated as a whole and used to produce a
ciphertext block of equal length.

e Typically, a block size of 64 or 128 bits is used. As with a stream cipher, the two users share a
symmetricencryption key
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2.3.The Feistel Cipher:

Feistel proposed that we can approximate the ideal block cipher by utilizing the concept of a
product cipher, whichisthe execution of two or more simple ciphersinsequence insuch a way that the
final result or product is cryptographically stronger than any of the component ciphers. The essence of
the approach is to develop ablock cipherwith akey length of k bits and a block length of n bits, allowing
a total of 2 possible transformations, rather than the 2"! transformations available with the ideal block
cipher.

In particular, Feistel proposed the use of acipherthatalternates substitutions and permutations,
where these terms are defined as follows:

» Substitution: Each plaintext element or group of elements is uniquely replaced by a
corresponding ciphertext element or group of elements.
> Permutation: A sequence of plaintext elements is replaced by a permutation of that sequence.

That is, no elements are added ordeleted orreplacedin the sequence, ratherthe orderin which

the elementsappearinthe sequence is changed.
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Feistel’s is a practical application of a proposal by Claude Shannon to develop a product cipher that
alternates confusionand diffusion functions

2.3.1 FEISTEL CIPHER STRUCTURE: The left-hand side of Figure depicts the structure proposed by Feistel.
The inputs to the encryption algorithm are a plaintext block of length 2w bits and a key. The plaintext
blockis dividedinto two halves, L, and R,. The two halves of the data pass through n rounds of processing
and then combine to produce the ciphertext block. Eachroundi has as inputs Li-1 and Ri-1 derived from
the previous round, as well as a subkey Ki derived from the overall K. In general, the subkeys Ki are
differentfrom K and from each other.

Allrounds have the same structure. A substitutionis performed on the left half of the data. This
isdone by applyingaround function Fto the right half of the dataand then taking the exclusive-OR of the
output of that function and the left half of the data. The round function has the same general structure
for each round butis parameterized by the round subkey Ki.

Permutation is performed that consists of the interchange of the two halves of the data. This
structure is a particularform of the substitution-permutation network (SPN) proposed by Shannon.

The exactrealization of a Feistel network depends on the choice of the following parameters and
designfeatures:

e Block size: Larger block sizes mean greater security (all other things being equal) but reduced
encryption/decryption speed fora given algorithm. The greater security is achieved by greater
diffusion. Traditionally, a block size of 64 bits has been considered a reasonable tradeoff and
was nearly universalin block cipher design. However, the new AES uses a 128-bit block size.

e Key size: Larger key size means greater security but may decrease encryption/ decryption
speed. The greatersecurity is achieved by greaterresistance to brute -force attacks and greater
confusion. Key sizes of 64 bits or less are now widely considered to be inadequ ate, and 128 bits
has become acommon size.

e Number of rounds: The essence of the Feistel cipheris that a single round offers inadequate
security butthat multiple rounds offerincreasing security. A typical size is 16 rounds.
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CSE



ST. ANN' S COLLEGE OF ENG NEERI NG & TECHNOLOGY, CH RALA

www.JntukMaterials.com

Subkey generation algorithm: Greater complexity in this algorithm should lead to greater
difficulty of cryptanalysis.

Round function F: Again, greater complexitygenerally means greater resistance to cryptanalysis.

There are two other considerations inthe design of a Feistel cipher:

Fast software encryption/decryption: In many cases, encryptionisembeddedin applications or
utility functionsin such a way as to preclude a hardware implementation. Accordingly, the speed
of execution of the algorithm becomes a concern.

Ease of analysis: Although we would like to make our algorithm as difficult as possible to
cryptanalyze, there is great benefit in making the algorithm easy to analyze. That is, if the
algorithm can be concisely and clearly explained, it is easier to analyze that algorithm for
cryptanalytic vulnerabilities and therefore develop a higher level of assurance as to its strength.
DES, for example, does not have an easily analyzed functionality.
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2.3.2. Feistel Decryption Algorithm:

The process of decryption with a Feistel cipheris essentially the same as the encryption process.

Theruleis as follows:

Use the ciphertextasinputtothe algorithm, but use the subkeys Kinreverse order.
That is, use K, inthe firstround, K,,_; in the second round, and so on until Kisusedin the last

round. This is a nice feature because it means we need not implement two different
algorithms, one forencryption and one for decryption.

To see that the same algorithm with a reversed key order produces the correct result, which
shows the encryption processgoing down the left-hand side and the decryption process going
up theright-hand side fora 16-round algorithm.
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e Forclarity, we use the notation LE;and RE; for data traveling through the encryption algorithm
and LD; and RD; fordata traveling through the decryption algorithm.

e Thediagram indicatesthat, atevery round, the intermediate value of the decryption process
isequal to the corresponding value of the encryption process with the two halves of the value
swapped.

e Afterthelastiteration of the encryption process, the two halves of the outputare swapped,
so that the ciphertextis RE;¢| | LE;s. The output of that roundis the ciphertext. Now take that
ciphertextand useitasinputtothe same algorithm. The inputto the firstroundis REyg| | LE;s,
which is equal to the 32-bit swap of the output of the sixteenth round of the encryption
process.

e If you clearly observe thatthe output of the firstround of the decryption processis equal to
a 32-bitswap of the inputto the sixteenthround of the encryptionprocess. First, consider the
encryption process.

encryption process On the decryption side,

LEI(, = REI:; LDI = R[)“ — LEM = REIi
RE = LEis® F(RE;s, Kig) RDy = LDy@® F(RDy, Kig)

in general 7 RElﬁ & F(REIS Klﬁ)
LE; = RE; 4

= [LE;s ® F(RE}s, K16)] ® F(RE5, K1)
RE,‘ — L-E;_l @F(RE; 1s K..]

2.4. Data Encryption Standard:

> DESis a Symmetric-key algorithm forthe encryption of electronicdata.

» DES originated atIBMin 1977 & was adopted by the U.S Department of Defence. Now itis under
the NIST (National Institute of Standard & Technology)

» Data Encryption Standard (DES) is a widely-used method of data encryption using a private
(secret) key

> DES applies a 56-bit key to each 64-bit block of data. The process can run in several modes and
involves 16rounds or operations.

Plaintext P

Ciphertext C
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Inner workings of DES:

DES (and most of the other major symmetric ciphers) is based on a cipher known as the Feistel block
cipher. This was a block cipher developed by the IBM cryptography researcher Horst Feistel in the early
70’s. It consists of a number of rounds where each round contains bit-shuffling, non-linear substitutions
(S-boxes) and exclusive OR operations. Most symmetric encryption schemes today are based on this
structure (known as a Feistel network).

Overall structure

DES (and most of the other major symmetric ciphers) is based on a cipher known as the Feistel block
cipher.

Looking at the left-hand side of the figure, we can see that the processing of the plaintext proceeds in
three phases.

> First, the 64-bit plaintext passes through an initial permutation (IP) that rearranges the bits to
produce the permuted input.

» Thisisfollowedby aphase consisting of sixteen rounds of the same function, which involves both
permutation and substitution functions. The output of the last (sixteenth) round consists of 64
bitsthat are a function of the input plaintextand the key. The leftand right halves of the output
are swapped to produce the preoutput.
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> Finally, the preoutput is passed through a permutation that is the inverse of the initial
permutation function, to produce the 64-bit cipher text. With the exception of the initialand final
permutations, DES has the exact structure of a Feistel cipher,

The right-hand portion of below shows the way in which the 56-bit key is used. Initially, the key is passed
through a permutation function. Then, for each of the sixteen rounds, a subkey (Ki) is produced by the
combination of a left circular shift and a permutation. The permutation function is the same for each
round, but a different subkey is produced because of the repeated shifts of the key bits.

64 Bit key
from 1 to 64 bits leave/neglect
multiple of 8 (8, 16, 24, 32, 40, 48,
: _ 56, 60) bit positions _ N
64-bit plaintext 56-bit key
1 o A
Initial Permutation Permuted choice 1
32 bits ; 1 32 bits }'{l 56 bits
Round 1 w1 Permuted choice 2 (1 Left circular shift
32 bit= y 32 bits }r{2 56 bits
Round 2 o1 Permuted choice 2 (1 Left circular shift

32 bats l 32 bits 6 bits

Round 15 f;blf Permuted choice 2 <51 Left circular shift
32 bits _ y 32 bits K-IG . . ﬁﬁlbits :
Round 16 w1 Permuted choice 2 1 Left circular shift
32 bits y 32 bits
32 bit Swap

I 64 bits

[nverse Permutation

64-bit ciphertext

Figure : Flow Diagram of DES algorithm for encrypting data.

Initial Permutation: The initial permutation and its inverse are defined by tables, as shownin Tables (a)
and (b), respectively. The tables are to be interpreted as follows. The input to a table consists of 64 bits
numbered from 1to 64. The 64 entries in the permutation table contain a permutation of the numbers
from 1 to 64. Each entry in the permutation table indicates the position of a numberedinput bit in the
output, which also consists of 64 bits.
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lahle 3.2  Permutation Tables for DES
{a) Initial Permutation (IP)

58 50 42 M 26 18 10 2
()l 52 44 36 28 20 12 4
62 54 46 38 an 2 14 f
6 56 48 40 32 | 16 B

57 49 41 33 25 17 9 1

59 51 43 35 X7 19 1 3

61 5 45 37 29 21 13 5

f3 55 47 39 31 .| 15 7

(b) Inverse Initial Permutation (1P-1)

40 g8 48 16 56 24 64 3z

a0 T 47 15 55 25 63 31

38 6 46 14 54 o 62 30

k7 5 45 13 53 21 61 29

36 4 44 12 52 20 60 28

35 3 43 11 51 19 50 27

34 z 42 [ [4] 50 18 58 26

33 1 41 9 49 17 a7 25

(¢} Expansion Permutation (E)

32 1 2 3 4 5
4 5 6 7 8 9
8 g 10 11 12 13

12 13 14 15 16 17

16 1F 18 189 20 i

20 21 ¥ it 23 24 25

24 25 26 27 28 2

28 29 30 31 32 1

(d) Permutation Function (P)

16 i 20 21 29 12 28 17
1 15 23 26 5 18 31 10
2 8 24 14 32 27 3 a

19 13 30 6 22 11 4 5

To see that these two permutation functions are indeed the inverse of each other, consider the following
64-bit input M:
M, M, M, M, M- M, M; Mg
My My My My Mz My Mis Mg
My Mg My My My Mp My My
Mys My My My My My My My
My, My My My My My My My
My My My My Myis My My Mg
My Msy Msy Ms; Ms; Msy Mss Msg
Ms; Msg Msy Mg Mg Mg Mg Mg
Where M, is a binary digit. Then the permutation X=(IP(M)) is as follows:
Mss Msy My My My My My M
Mey Ms; My My My My Mp M,
Mg Msy My My My Myn My Mg
Mgy Msg Mg My Myp My My My
Ms; My My My My Myp; My M
Msg Msy My Miys My My My M,
Mg Ms3 My My My My My Ms
Mgz Mss My My My My Mis M;

If we then take the inverse permutation
Y = IPY(X) = IP {IP(M)).it can be
seen that the original ordering of the bits is restored.
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DETAILS OF SINGLEROUND

Below figure showsthe internal structure of asingle round. Again, begin by focusing on the left-hand side
of the diagram. The leftand right halves of each 64-bit intermediate value are treated as separate 32-bit
quantities, labeled L (left)and R (right). Asinany classic Feistel cipher, the overall processing at each round

can be summarizedinthe following formulas:
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Figure Single Round of DES Algorithm

The round key K; is 48 bits. The R inputis 32 bits. This R inputisfirstexpanded to 48 bits by usinga table
that defines a permutationplus an expansion thatinvolves duplication of 16 of the R bits (Table 3.2c). The
resulting 48 bits are XORed with K;. This 48-bit result passes througha substitutionfunction that produces
a 32-bit output, which is permuted as defined by Table (d). The role of the S-boxes in the function F is
illustratedin Figure 3.7. The substitution consists of a set of eight S-boxes, each of which accepts 6 bits as
inputand produces 4 bits as output. These transformations are definedin Table 3.3, whichisinterpreted
as follows: The first and last bits of the input to box Si form a 2-bit binary number to select one of four
substitutions defined by the four rows in the table for. The middle four bits select one of the sixteen
columns. The decimal value in the cell selected by the row and column is then converted to its 4-bit

representation to produce the output.

For example,inS,, forinput 011001, the row is 01 (row 1) and the columnis 1100 (column 12). The value
in row 1, column 12 is 9, so the output is 1001. Each row of an S-box defines a general reversible
substitution. Figure 3.2 may be useful in understanding the mapping. The figure shows the substitution
forrow 0 of box S;. The operation of the S-boxes is worth further comment. Ignore for the moment the
contribution of the key (Kj). If you examine the expansion table, you see that the 32 bits of input are split
into groups of 4 bits and then become groups of 6 bits by taking the outer bits from the two adjacent

groups. For example, if part of the input word is

...efghijklmnop...

Thisbecomes ...defghi hijklm Imnopq...
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Calculation of F(R, K)

The outer two bits of each group select one of four possible substitutions (one row of an S-box). Thena
4-bitoutputvalue issubstituted forthe particular 4-bit input (the middle fourinput bits). The 32-bit output
from the eight S-boxes is then permuted, so that on the next round, the output from each S-box
immediately affects as many others as possible.

Substitution Boxes S: Have eight S-boxes which map 6 to 4 bits. Each S-box isactually 4 little 4 bit boxes.
Outer bits 1 & 6 (row bits) select one rows. inner bits 2-5 (col bits) are substituted. Result is 8 lots of 4
bits, or 32 bits. Row selection depends on both data & key

KEY GENERATION:

Returningtoabove all figures, we see that a 64-bit keyisused as inputto the algorithm. The bits

of the key are numbered from 1through 64;every eighth bitisignored, asindicated by the lack of shading
in Table 3.4a. The key is first subjected to a permutation governed by a table labeled Permuted Choice
One (Table 3.4b)
The resulting 56-bit key is thentreated as two 28-bit quantities, labelled COand D,. At each round, C;.; and
D., are separately subjected to a circular left shift or (rotation) of 1 or 2 bits, as governed by Table 3.4d.
These shifted values serve as input to the next round. They also serve as input to the part labeled
Permuted Choice Two (Table 3.4c), which produces a 48-bit output that serves as input to the Function
F(Ri-ll KI)

DES DECRYPTION:
Whatever process we followingin the encryption that processis used fordecryption also but the
orderof keyischangedon input message (ciphertext).
Reverse order of keys are Ky, Kys, ......, K.
The Avalanche Effect:

e Adesirable property of any encryption algorithm s that a small change in eitherthe plaintext or
the key should produce a significant change in the ciphertext.

e In particular,achangein one bit of the plaintext orone bit of the key should produce achangein
many bits of the ciphertext.
e Thisis referredtoas the avalanche effect.

THE STRENGTH OF DES:

The Use of 56-Bit Keys:

e With akey length of 56 bits, there are 2°¢ possible keys, whichis approximately 7.2 x 10%¢. A
brute-force attack appears impractical. Assuming that, on average, half the key space has to
be searched, a single machine performing one DES encryption per microsecond would take
more than a thousand years to break the cipher. Diffie and Hellman postulated that the
technology existedto build a parallel machine with 1 millionencryptiondevices, each of which

CSE
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could perform one encryption per microsecond. This would bring the average search time
downto about 10 hours.
The Nature of the DES Algorithm:

e Possibilities of cryptanalysisis done by finding the characteristics of DES algorithm.
e LearningofS-Boxlogiciscomplex.
e Weakness of the S-boxes notbeen discovered.

Timing Attacks:

e A timing attack is one in which information about the key or the plaintext is obtained by
observing how long it takes a given implementation to perform decryptions on various
ciphertexts.

e Atimingattack exploitsthe factthatan encryption ordecryption algorithm often takes slightly
differentamounts of time on differentinputs.

e DES appearsto be fairly resistant to asuccessful timing attack.

2.5. Block Cipher Design Principles:

There are three critical aspects of block cipher design: the number of rounds, design of the
function F, and key scheduling.

Number of Rounds:

e Thegreaterthe numberof rounds, the more difficultitisto performcryptanalysis, even fora
relatively weak F.

e In general, the criterion should be that the number of rounds is chosen so that known
cryptanalytic efforts require greater effort than a simple brute-force key search attack. This
criterion was certainly usedin the design of DES.

Design of Function F:

e The heartof a Feistel block cipheris the function F, which provides the element of confusion
ina Feistel cipher.Thus, it mustbe difficult to “unscramble” the substitution performed by F.

e F must be nonlinear. The more nonlinear F, the more difficult any type of cryptanalysis will
be.

Key Schedule Algorithm:

e Withany Feistel block cipher, the key is used to generate one subkey foreach round.
e Ingeneral, we would like to select subkeys to maximize the difficulty of deducing individual
subkeys and the difficulty of working back to the main key.

2.6.Triple DES (3DES):

e Triple DESis simply another mode of DES operation. It takes three 64-bit keys, foran overall
key length of 192 bits.

e The Triple DES then breaks the user provided key into three subkeys, padding the keys if
necessary sothey are each 64 bits long.

e The procedure forencryptionis exactlythe sameas regular DES, butitis repeated threetimes.
Hence the name Triple DES. The data is encrypted with the first key, decrypted with the
second key, and finally encrypted again with the third key.

2.7. ADVANCED ENCRYPTION STANDARD(AES):
» The Advanced Encryption Standard (AES) was published by the National Institute of
Standards and Technology (NIST) in 2001.
» AES is a block cipher intended to replace DES for commercial applications.
» It uses a 128-bit block size and a key size of 128, 192, or 256 bits.




ST. ANN' S COLLEGE OF ENG NEERI NG & TECHNOLOGY, CH RALA

www.JntukMaterials.com

» AES does not use a Feistel structure. Instead, each full round consists of four separate
functions: byte substitution, permutation, arithmetic operations over a finite field, and
XOR with a key.
Rijndael was designed to have the following characteristics:
» Resistance against all known attacks
» Speed and code compactness on a wide range of platforms
» Designsimplicity
AES parameters:
Key size(words/bytes/bits) 4/16/128 | 6/24/192 | 8/32/256

Plaintext block Size (words/bytes/bits) | 4/16/128 | 4/16/128 | 4/16/128

Number of rounds 10 12 14
Round Key size (words/bytes/bits) 4/16/128 | 4/16/128 | 4/16/128
Expanded key size (words/bytes) 44/176 52/208 60/240

Inner Workings of a Round

The algorithm begins with an Add round key stage followed by 9 rounds of four stages and a
tenth round of three stages. This applies for both encryption and decryption with the exception
that each stage of a round the decryption algorithm is the inverse of its counterpart in the
encryption algorithm. The four stages are as follows:

1. Substitute bytes

2. Shift rows

3. Mix Columns

4. Add Round Key

The tenth round simply leaves out the Mix Columns stage. The first nine rounds of the decryption
algorithm consist of the following:

1. Inverse Shift rows

2. Inverse Substitute bytes

3. Inverse Add Round Key

4. Inverse Mix Columns

Again, the tenth round simply leaves out the Inverse Mix Columns stage. Each of these stages
will now be considered in more detail.

Phyintext | SO Phaintoxt

[ Add round kes ]‘— wio, 3] ——.l Add roond Kes ]

l Substitute bytes ] I Expand ke I I Inverse sub by tes l ;

T :

- l Shift rows I Toverse shift rows l =
3 = T o = R ———
é [ Nix columns ] ﬁ [ Ty crse mix cols ]
[ Add round koes l‘— wid. 7] ——.I Add round Kes l

: ¥ =

- I Inverse sub bhytes ] -

< 1 =
= Lln\rl\r shift rows J
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Cliphertext Cliphoertext

FIGURE:7.1 overall structure of the AES algorithm
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Substitute Bytes

This stage (known as SubBytes) is simply a table lookup usinga 16x16 matrix of byte values called
an s-box. This matrix consists of all the possible combinations of an 8-bit sequence (28 = 16 x 16
= 256). However, the s-box is not just a random permutation of these values and there is a well-
defined method for creating the s-box tables. The designers of Rijndael showed how this was
done unlike the s-boxes in DES for which no rationale was given.
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iy | ing | ing | ingy I ET R TIET ST R AT B Outy | onts | oty |out
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Figure 7.2: Data structuresin the AES algorithm.

Again the matrix that gets operated upon throughout the encryption is known as state. We will
be concerned with how this matrix is effected in each round. For this particular round each byte
is mapped into a new byte in the following way: the leftmost nibble of the byte is used to specify
a particular row of the s-box and the rightmost nibble specifies a column. For example, the byte
{95} (curly brackets represent hex values in FIPS PUB 197) selects row 9 column 5 which turns out
to contain the value {2A}.

This is then used to update the state matrix. Figure 7.3 depicts this idea.

1»‘

.
sl s R S-box Sool siwrl 8451 8
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1 ' ' ]
S0 %20 | S22 52 $20 | 520 | S22 | 523
" L L ]
Szo | 831 | 532 | %33 $30 | S3a | 532 | %33

Figure 7.3 :| Substitute Bytes Stage of the AES algorithm.

The Inverse substitute byte transformation makes use of an inverse s-box. In this case what is
desired is to select the value {2A} and get the value {95}. Table 7.4 shows the two s-boxes and it
can be verified that this is in fact the case.

The s-box is designed to be resistant to known cryptanalytic attacks. Specifically, the Rijndael
developers sought a design that has a low correlation between input bits and output bits, and
the property that the output cannot be described as a simple mathematical function of the input.
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In addition, the s-box has no fixed points (s-box(a) = a) and no opposite fixed points (s-box(a) =

‘@ ) where @ is the bitwise compliment of a.
Shift Rows Transformation:

Shift row transformation are two types.
e Forward Shift row transformation which is usedin encryption.
e Inverse Shift row transformation which is usedin decryption.

FORWARD SHIFT ROW TRANSFORMATION:

P Thefirstrow of State matrixis not altered.
P Forthesecondrow,a 1-byte circularleft shiftis performed.
P Forthethirdrow, a 2-byte circularleft shiftis performed.
P Forthefourthrow, a 3-byte circularleftshiftis performed.
The followingis an example of ShiftRows:
87 | F2 | 4D | 97 &7 F2 | 4D | 97
EC | 6E | 4C | 20 = 6E | 4C | 90 | EC
4A | C3 | 46 | E7 46 | E7 | 4A | C3
SC | D8 | 95 | Ab A6 | 8C | D5 | 95
INVERSE SHIFT ROWS:

P Performsthe circular shiftsin the opposite direction for each of the last three rows, witha one-
byte circularright shift for the second row and soon.

MIX COLUMNS TRANSFORMATION:

Mix columns transformation are two types.
e Forward Mix columnstransformation whichisusedin encryption.

e Inverse Mix columns transformation whichis used in decryption.
Forward Mix columns transformation:

e Forward Mix columns transformation called mix columns, operates on each column individually.
Each byte of a columnis mappedintoa new value thatis a function of all 4 bytesin that column.
The transformation can be defined by the following matrix multiplication on state.

~ -1 -1 - -1

()[" OB ()l) ()() S00 St SIL,‘_‘. 303 .S‘;;..j, Sif].'! Sf.'-‘.l .5',.';,“;
09 OE 0B OD | 59 sy sz &3] _|Sto shy sia sia
oD 09 0E OB $o N1 2 N3 3'_’7”(-, 53.1 .3"’7‘* \:,

_()B 0D 09 ()E-’_S.‘,l“ 8§31 2 833 _S_,;_(; .‘i"z‘] S"*,w S,‘,;‘

inverse Mix columns transformation:

e Theinverse mix column transformation, called InvMixColumns, is defined by the following matrix
multiplication:

0E OB OD 09 | so0 Sox oz o3 S0 S0t Soa 503

09 OE OB OD [ s sy si2 83| [sho sy st sis

0D 09 OE OB o 1 2 13 8'5'(; 5_!3‘] S'w* \:;

_()B 0D 09 ()E__S.;'(j, §31 832 §13 _.S"’*\_() .S'.’ﬂ\] S";w .S“'),;

AddRoundKey Transformation:

P Inthe forward add round key transformation, called AddRoundKey, the 128 bits of State
are bitwise XORed with the 128 bits of the round key.
P The inverse add round key transformation is identical to the forward add round key
transformation, because the XOR operation is its own inverse.
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47 | 40 | A3 | 4C AC| 19 | 28 | 57 EB| 59 | 8B | IB
37 |b4a|70 JoF| |77 |FA[DI[SC] |40 [2E|A1]C3
94 |E4 |3A |42 | ¥ |66 |[DC| 29|00 | 2 |38 | 13| 42
ED | AS | A6 | BC F3 | 21 | 41 | 6A 1IE | 84 | E7 | D2
AES Key Expansion:

VVVVYVYY

2.8.

The 128-bit key value can be expanded into 44 words i.e. 44X32=1408bits
In each round 4 words will be used i.e. 4x32=128 bits

In Addroundkey first 4 words wO,w1,w2,w3 are used.

In first round,w4,w5,w6,w7 are used and soon.

The 128 bit key is expanded as follows

First 128 bit key is arranged as a 4x4 matrix each value size is 8-bits
The first 32 bits (k0,k1,k2,k3) is considered as woO.
The first 32 bits (k4,k5,k6,k7) is considered as wl.
The first 32 bits (k8,k9,k10,k11) is considered as w2.
The first 32 bits (k12,k13,k14,k15) is considered as w4.
Next 4 words w4,w5,w6,w7 are followed as
wi=w0 @ w3
w5=wl @ wi
wb=w2 Pw5
w7=w3 Pwé

Wy | w, | wy | ws ->@

4 Y

Y
ah)
/ 9
A Y A

Wy | W5 | We | Wy

X
D D

Figure. AES Key Expansion

BLOWEFISH:

>
>

>

Blow fishisa symmetricblock cipherdeveloped by bruce schnerinyear 1993.
Blow fishis designed to have following characteristics

v Speed:Blowfish encrypts data on 32-bit microprocessorat a rate of 18 clock cycles per

byte.
v' Compact:it can runinlessthan 5k memory.
v" Simple:very easytoimplements.
v

Variably secure:the key length is variableand can be as long as 448 bits. Thisallows a

trade-off between higher speed and highersecurity.
BlowfishisaFeistel type model.

BLOWFISH ALGORITHM:

Blowfish block size is 64 & key can be upto 448 bits.
Blow fish encryption 64bits blocks of plaintext into 64-bit block of cipher.

YV VVY

keys).
» Thekeysare storedinak-array (one to 14 32 bits)
K1, Kz----K; where 1<j <14.

Blowfishis Feistel type model, iterating asimple encryption function 16times.

Blow fish make use of a key that ranges from 32bits to 448 bits (one to fourteen 32 bit
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» That keyisusedto generate 18 “32 bit” subkeys & four “8*32”bits S-boxes.
» Thesubkeysare storedinthe p-array

P1,Pa,----- P1s
There are fours-boxes(each s-boxsize is 8*32 bits) each with 256 32bit entries.
Sl,Or Sl,lr__________'________51,255
S2,0, Sa,1,7mm === ==5 55
S3,0, S3,1,77==============-53 555
Sa,0s Sa,mmmm=mmm= -5y s

The stepsin generatingthe P-array & S-boxes as follows.

Step1-> initialize first the P-array and then 4 s-boxes in orderusing the bits of fractional part of the

constantn.
Step 2-> Perform a bitwise xor of the P-array & k-array, reusing words from the k-array as needed.
Example I31=P1<9 Ky, P1:P;® Ky, ------- P14:P1~® K14,

P15=P15® Ky, P16=P1® Ky, P17=P@ Ks, P18=P@ Ka,
Step 3> Encrypt the 64 bit block of all zeros usingthe current P & S-arrays, Replace P1&P2 with the
output of the encryption.
P, P, =E5[0]
Step 4> Encrypt the output of step 3 usingthe current P-and S-arrays and replace P, and P,, with the
resulting ciphertext.
Py P, :EP,S[PIHPZ]

Pyp, Py = EP.S[P15| Py
Step 5> Continue this process to update all elements of P and then, in order, all elements of S, using at

each step the output of the continuously changing Blowfish algorithm.
Sy o0 S],I =Eps[f; |'I PISI

S4,2549 Sd,?jﬁ = EP,S [54,252 !| 34,253]

The update process can be summarized as follows

Pp Pz = EP‘S[O]

Py, Py :EF,S[PIHPZ]
Py Py = EP.S[PIS || Pm]
Sl,l)' Sl‘l = EP.S[PH |'|P|31

S4‘254! S4.255 = EP,S [5-3,252 !| 54,253]
Where E,[Y]is the ciphertext produced by encrypting Y using Blowfish with the arrays S and P.

> Atotal of 521 executions of the Blowfish encryption algorithm are required to produce the final
S- and P-arrays.

» Accordingly, Blowfish is not suitable forapplicationsin which the secret key changes frequently.
Further, forrapid execution, the P- and S-arrays can be stored ratherthan rederived from the key
each time the algorithmis used.

» This requiresover4kilobytes of memory. Thus, Blowfish is not appropriate forapplications with
limited memory, such as smart cards.

Encryption and Decryption
Blowfish uses two primitive operations:
» Addition: Addition of words, denoted by +, is performed modulo 232,

» Bitwise exclusive-OR: This operationis denoted by @
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Plaintext (64 birs) Ciphertext |44 bits )

LEg 32 pits Jv 32 bits _RE LDy 3 bits
Round 1 Round 1 |

6]

of F
LE _ LD, 'RD,
. .
Ronnd 146 Round 16
Plﬁ P& @
LI). RD ¢
P Pl Pz"El,B___'
LE;7 l RE;7 LD 1 RD;7
Ciphertext (64 hits) Plaintext i 6 bits)

Figure Blowfish Encryption and Decryption.

In the above figure the encryption operation. The plaintextis divided intotwo 32-bit halves LE, and RE,.
We use the variables LE, and RE, to refertothe left and right half of the dataafterroundi has
completed. The algorithm can be defined by the following pseudocode:
fori =1 to 16 do
RE; = LE; | ® P
LE. = F[RE‘.] @® RE,-_E:
LE.. = RE.. ® P
RE.. = LE.. @ P;3

The function F isshowninbelow Figure. The 32-bitinputtoF is divided into 4 bytes. If we label those
bytesa, b, ¢, and d, then the function can be defined as follows:

L, Ri1
32 32
P; &)

i
N N R

[s-box1]  [sbox2 | |S-hox 3 | |S-box 4]

Figure Detail of Single Blowfish Round.

Fla,b,c,d] = ((S,, +S,,) @ 5;.) + Sy4
Blowfish Decryption:

Blowfish decryption occursinthe same algorithmicdirection as encryption. Ratherthan the
reverse. The algorithm can be defined as follows:
for j=1to 16 do
RD.= LD, &P, ;
LD. = F[RD,] ® RD,
ILD. = RD. @ P.
RD.. = LD., ® Py
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Advantages or features of blowfish:

» A brute-force attackis even more difficult than may be apparent from the key length because of
the time-consuming subkey-generation process. A total of 522 executions of the encryption
algorithmare required totesta single key.

» The function F gives Blowfish the best possible avalanche affect fora Feistel network: Inroundi,
every bit of L.,, affects every bit of Ri; In addition,every subkey bit is affected by every key bit.
and therefore F has a perfect avalanche effect between the key (P,) and the right half of the data
(R,) aftereveryround.

> Every bit of the input to F is only used as input to one S-box. In contrast. In DES, many bits are
used as inputsto two S-boxes. which strengthens the algorithm considerably against differential
attacks. Schneierfelt that this added complexity was not necessary with key-dependent S-boxes.

» Unlike in CAST, the function F in Blowfish is not round dependent. Schneier felt that such
dependency did not add any cryptographic merit, given that the P-array substitution is already
round dependent.

2.9. CAST-128:

e [tisanencryptionalgorithm.

e |ttakes 64-bit plaintext,128 bitkey as inputand produces 64-bit ciphertext as output. It has 16
rounds.

Description of Algorithm:

CAST-128 belongs to the class of encryption algorithms known as Feistel ciphers; overall operation is thus
similartothe Data Encryption Standard (DES). The full encryption algorithmisgivenin the following four
steps.

INPUT: plaintextm1...m64;
keyK =k1...k128.
OUTPUT: ciphertextcl...c64.
1. (keyschedule) Compute 16 pairs of subkeys {Kmi, Kri} from K
2. Splitthe plaintextintoleftandright 32-bit halves LO=m1...m32 and RO = m33...m64.
3. Ithas 16 roundsforifrom 1to 16, compute Li andRi as follows:
Li = Ri-1;
Ri = Li-1 @ f(Ri-1,Kmi Kri), where fis function (fis of Type 1, Type 2, or Type 3, dependingoni).
4. cl...c64 <-- (R16,L16). (Exchange final blocks L16, R16 and concatenate to formthe ciphertext.)

Decryptionisidenticalto the encryption algorithmgiven above, exceptthat the rounds (and therefore the
subkey pairs) are usedinreverse orderto compute (LO,R0) from (R16,L16).

Pairs of Round Keys:

e CAST-128 usesa pair of subkeys perround: a 32-bit quantity “Km” is used as a "masking" keyand a
5-bit quantity “Kr” isused as a "rotation" key.

Non-ldentical Rounds:

Three differentround functions are usedin CAST-128.
The rounds are as follows

P where"D" isthe datainputto the f functionand "la" - "I1d" are the most significant byte through
leastsignificant byte of |, respectively).

P Allfunctions use the operation"+"and "-" are addition and subtraction @ XOR, and "<<<" isthe
circularleft-shift operation.

CSE
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Type 1: I = ((Kmi+D) <<< Kri)

f=((S1[la] © S2[Ib]) - S3[Ic]) + S4[Id]
Type 2: | = ((Kmi @ D) <<< Kri)

f=((S1[la]-S2[Ib]) +S3[Ic]) & S4[Id]
Type 3: | = ((Kmi- D) <<< Kri)

f=((S1[1a] + S2[Ib]) @ S3[Ic]) - S4[ld]

Rounds1, 4, 7, 10, 13, and 16 use f function Type 1.
Rounds 2, 5, 8, 11, and 14 use f function Type 2.

Rounds 3, 6, 9, 12, and 15 use f function Type 3.

M\,
)

<

4%
\

JL
LL]

) < | L £

L R

Figure: Three rounds of the CAST-128 block cipher

Substitution Boxes:

P CAST-128 uses eight substitution boxes:
s-boxesS1,S2, S3, and S4 are round function s-boxes;
S5, S6, S7, and S8 are key schedule s-boxes.

Masking Subkeys and Rotate Subkeys:

Let Km1, ..., Km16 be 32-bit masking subkeys (one perround).
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Let Krl,...., Krl16 be 32-bit rotate subkeys (one per round); only the least significant 5bits are used in each
round.

for (i=1;i<=16; i++)
{ Kmi = Ki;
Kri = K16+i; }

2.10. INTERNATIONAL DATA ENCRYPTION ALGORITHM(IDEA):

P IDEA (International Data Encryption Algorithm) was originally called IPES (Improved Proposed
Encryption Standard).

P It was developed by Xuejia Lai andJames L. Massey of ETH Zuria.

P IDEA was designed to be efficientto compute in software. It encrypts a 64-bit block of plaintext
into a 64-bit block of ciphertext using a 128-bit key.

P It was publishedin 1991, so cryptanalysts have had time to find weaknesses.
P IDEA issimilarto DES in some ways.

P Both of them operate in rounds, and both have a complicated mangler function that does not
have to be reversible in orderfordecryption towork.

P Instead, the mangler function is run in the same direction for encryption as decryption, in both
IDEA and DES.

P Infact, both DES and IDEA have the property that encryption and decryption are identical except
for key expansion.

P With DES, the same keys are usedin the reverse order

P withIDEA, the encryption and decryption keys are relatedina more complex manner.
Primitive Operations

P Each primitive operationinIDEA maps two 16-bit quantitiesinto a 16-bit quantity.

P IDEA usesthree operations

> D-XOR,

P +-Adddition all'easy to compute in software, to create a mapping.

@ Multiplication Operation.

[— 128-bit key |

[ Ba-bit input 1

1 | 1
Ao T o e 3

T 1

Round 2 Ks Mg
T 11 1
I ——

Round 17 Ko Mo Ks1 Hse
1 1

[ Ga-bit oulput |

Figure: basic structure of IDEA
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e Ithastotal 17 rounds
e InIDEA, Odd rounds accepts 4 subkeys.
e Evenroundsaccepts 2 subkeys.

Key expansion:
P The 128-bit keyis expandedinto 52 16-bit keys, Ky, K,...Ks>.

P Thekeyexpansionisdone differently forencryption than fordecryption.
P Oncethe 52 keys are generated, the encryption and decryption operations are the same.

P The 52 encryption keys are generated by writing out the 128-bit key and, starting from the left,
chopping off 16 bitsat a time.

P Thisgenerateseight 16-bitkeys

128-hit key

r
Pf1gHE!"-'3!K-1;KEIHs K | Kg

One Round:

» It has17rounds, where the odd numbered rounds are different from the evennumbered rounds.

P Each round takes the input a 64-bit quantity and treats it as four 16-bit quantities X,,Xp,Xc,Xq.
Mathematical Operations are performed onit.

P InIDEA, Odd rounds accepts 4 subkeys.

P Evenroundsaccept 2 subkeys.

An odd round, therefore has as input X, Xp, X, Xy and keys K, K, K., Kz An even
round has as input X, Xp, X, Xgand keys K, and Ky

0Odd round:

The odd round is simple. X is replaced by X, & K,. X is replaced by Xy ® K. X, is
replaced by X, + K. X}, is replaced by X, + K_.

Xﬂ Xb }'il:' xl'-'-,
- §<+q_ Q'EF
X, X, X,

Figure: IDEA odd round
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Even Round:

‘Xﬂ Xb X .

Y.

- in zin,

Mangler [~ X
Function — K,

K:}ul zuul

D
\\7
1
L
]
a
&
a!\ﬂ
v,

}iml = “Ku ® Fiﬁ] + Hin} @ K}-
! z"JUI = {Kt‘ ® }’jn} + y{}ut ¥

Figure: IDEA Even Round

The even round is a little more complicated. Again, we have X, X, X;, and X; We
have two keys, K, and K;. We're going to first compute two values, which we'll call Y,
and Z;,. We'll do a function, which we'll call the mangler function, which takes as input
Yin: £in, Ko, @nd Kgand produces what we'll call Y, and £, We'll use Y, and £,
to modify X, Xp. X, and X,

ﬂn=xa®}{b Zip =Xc‘$xd

‘ﬁ:ul = (K, @ Fi.;] + ;{in} & K}'
zu-ul = {Kﬂ @ an} + };{:-ut

2.11. Block Cipher Modes of Operation:

A block cipheralgorithmisa basic building block for providing datasecurity. To apply a block cipherin a
variety of applications, different "modes of operation" have been defined by NIST. In essence, amode of
operationisatechnique forenhancingthe effect of a cryptographicalgorithm or adapting the algorithm
for an application, such as applying a block cipher to a sequence of data blocks or a data stream. The
modes are intended to covervirtually all the possible applications of encryption for which a block cipher
could be used.

Electronic Codebook Mode:

The simplest modeis the electronic codebook (ECB) mode, inwhich plaintextis handled one block
at a time and each block of plaintextis encrypted usingthe same key (Figure a& b). The term codebook
is used because, for a given key, there is a unique ciphertext for every b-bit block of plaintext. Fora
message longer than b bits, the procedure is simply to break the message into b-bit blocks, padding the
last blockif necessary. Decryptionis performed one block at a time, always usingthe same key. In Figure,
the plaintext (paddedas necessary) consists of a sequence of b-bit blocks, P1, P2,...,PN; the corresponding
sequence of ciphertext blocksis C1, C2,...,CN.
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Time 1 Time = 2 Time = N
P, L) Py
¥ Y
K i Encrypt K ! Encrypt - K Encrypt
Y Y
C G C

(a) Encrypiion

C, (A.: Cy
K i Decrypt K it Decrypt e . K — Decrypt
P, Ps Py

(b) Decryption

Figure. Electronic Codebook (ECB) Mode

The ECB methodisideal fora shortamount of data, such as an encryption key. Thus, if you want
to transmita DES key securely, ECBisthe appropriate mode to use. The mostsignificant characteristic of
ECB isthatthe same b-bit block of plaintext, if it appears morethan once in the message, always produces
the same ciphertext.

For lengthy messages, the ECB mode may not be secure. If the - message is highly structured, it
may be possible fora cryptanalyst to exploit these regularities. For example, ifitis known that the
message always starts out with certain predefined fields, then the cryptanalyst may have a number of
known plaintext-ciphertext pairs to work with. If the message has repetitive elements, with a period of
repetitionamultiple of b bits, then these elements can be identified by the analyst. This may helpin the
analysis or may provide an opportunity for substituting or rearranging blocks.

CipherBlock Chaining Mode:

To overcome the security deficiencies of ECB, we would like a technique in which the same
plaintextblock, ifrepeated, produces different ciphertext blocks. A simpleway to satisfy thisrequirement
isthe cipherblock chaining (CBC) mode.

Inthisscheme, the inputtothe encryption algorithmis the XOR of the current plaintext block and
the preceding ciphertext block; the same key is used for each block. In effect, we have chained together
the processing of the sequence of plaintext blocks. The inputtothe encryptionfunctionfor each plaintext
block bears no fixed relationship to the plaintext block. Therefore, repeating patterns of b bits are not
exposed.

Time =1 Time = 2 Time =N
v P P; Py
Y f“\ Y
5 >~ Cyy ——iH
Y 4 Y
K Encrypt I K —bl Encrypt I SRR K —’-l Encrypt I
¢, e C
(2} Encryption
Cy L Cy
K —->‘ Deecrypt . ——l Decrypt s o K —>J[ Decrspt
4 Y Y
v — —c> Oy ——
Y Y Y
2 L) Py
(b} Decryption

Figure : CipherBlock Chaining (CBC) Mode
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For decryption, each cipher block is passed through the decryption algorithm. The result is XORe d with
the preceding ciphertext block to produce the plaintext block. To produce the first block of ciphertext,an
initialization vector (IV)is XORed with the first block of plaintext. Ondecryption, the IV is XORed withthe
output of the decryption algorithm to recoverthe first block of plaintext. The IV is a data block that is that
same size asthe cipherblock.The IV must be knownto both the senderand receiver but be unpredictable
by a third party. For maximum security, the IV should be protected against unauthorized changes. This
could be done by sending the IV using ECB encryption. Because of the chaining mechanism of CBC, itisan
appropriate mode for encrypting messages of length greater than b bits. CBC mode can be used for
authentication.

CipherFeedback Mode:

The DES scheme is essentially a block cipher technique that uses b-bit blocks. However, it is
possible to convert DESinto astreamcipher, using either the cipherfeedback (CFB) or the output feedback
mode. Figure depictsthe CFBscheme. Inthe figure, itis assumed that the unit of transmissionis s bits; a
commonvalueis s = 8. As with CBC, the units of plaintextare chained together, sothatthe ciphertext of
any plaintext unitis a function of all the preceding plaintext. In this case, rather than units of b bits, the
plaintextis divided into segments of s bits.

First, consider encryption. The inputto the encryptionfunctionisa b-bitshift registerthatisinitially
setto some initialization vector (IV). The leftmost (most significant)s bits of the output of the encryption
function are XORed with the first segment of plaintext P 1to produce the first unit of ciphertext C, which
is thentransmitted. Inaddition, the contents of the shiftregisterare shifted left by s bitsand Cis placed
inthe rightmost (least significant) s bits of the shift register. This process continuesuntil all plaintext units
have been encrypted.

For decryption, the same scheme is used, except that the received ciphertext unitis XORed with the
output of the encryption function to produce the plaintext unit.

Let S;(X) be defined as the mostsignificant s bits of X. Then
C1=P1 S.[E(K,IV)]
Therefore,

P1=C1 @ S.[E(K,IV)]

Lw
v -~ * - l
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} L
L-shits | sbas | L_‘f"-—"ﬂ'ipi—_";.'ﬁ‘.g LE-shis | sbis
A6 Al A64
- . 2 _—
Kk —{TEaceypt] Kk —={ Eacoypt | K —{ Eneeypt
A6 L] L]
Selea Piscard Selact Discad | ]'?.':RT TDiscad |
shits | 6~ 5 b Lshis |  B-shits | Lsbits | & -ybils |
| ¢ /"f. 'y 5
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‘. pé-:‘. = &
3 7 =
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4 3 Y
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Figure. s-bit Cipher Feedback (CFB) Mode
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Output Feedback Mode:

The output feedback (OFB) mode is similar in structure to that of CFB, as illustrated in Figure. As can be
seen, itis the output of the encryption function that is fed back to the shift registerin OFB, whereas in
CFBthe ciphertextunitisfed back to the shiftregister. Oneadvantage of the OFB methodis that bit errors
in transmission do not propagate. For example, if a bit error occurs in C; only the recovered value of
is P, affected; subsequent plaintext units are not corrupted. With CFB, C, also servesas inputto the shift

register and therefore causes additional corruption downstream. The disadvantage of OFB is that it is
more vulnerable to a message stream modification attack thanis CFB.

3

LR )
v < ‘ 5 l
Stalt regaster STaft register Sttt register
Goshbis | shats G-rbits " | rhees O fbrs |5 bies
o4 &
K -I__'EMI‘VEI B K ! FJL_;_I . .
A6 A4
PIDTIRE, ST X POVLOSINL, 153ee
Select Discard | [Sedect Discard | Sedect Discard
Logbois | &bz l | eboe | & vbas I £ hils | borbaa |
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; 7 I
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Figure. s-bit Output Feedback (OFB) Mode

Counter Mode:

In CTR mode a counter, equal to the plaintext block size is used. The only requirementis that the counter
value must be different for each plaintext block that is encrypted. Typically, the counter is initialized to
some value and then incremented by 1 for each subsequent block. For encryption, the counter is
encrypted and then XORed with the plaintext block to produce the ciphertext block; there is no chaining.
For decryption, the same sequence of countervaluesis used, with each encrypted counter XORed with a
ciphertextblock to recoverthe corresponding plaintext block.

Advantages:
1. Hardware efficiency
2. Software efficiency
3. Preprocessing
4. Random access
5. Provable security

6. Simplicity
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Figure. Counter (CTR) Mode



